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Abstract

Theaviationindustryis graduallymoving toward theuseof integrated
modularavionics(IMA) for civilian transportaircraft,potentiallylead-
ing to multiple avionicsfunctionshostedon each hardware platform.
An importantconcernfor IMA is ensuringthat applicationsare safely
partitioned so they cannotinterfere with one another. On the other
hand,such applicationsroutinelycooperate, sostrict separation can-
not be enforced. We presenta formal model for demonstrating the
absenceof unintentionalinterferencein thepresenceof controlled in-
formation sharing amongcooperating applications. The formaliza-
tion drawsfromthetechniquesdevelopedfor computersecuritymodels
basedonnoninterferenceconcepts.Excerptsfromthemodelformaliza-
tion expressedin the language of SRI’s PrototypeVerificationSystem
(PVS)are included.

1 Intr oduction

Theaviation industryis graduallymoving towardtheuseof integratedmodular
avionics(IMA) for civilian transportaircraft. IMA offerseconomicadvantagesby
hostingmultipleavionicsapplicationsonasinglehardwareplatform.An important
concernfor IMA is ensuringthatapplicationsaresafelypartitionedsothey cannot
interferewith oneanother, particularlywhenhigh levelsof criticality areinvolved.
Furthermore,IMA would allow applicationsof differentcriticality to resideon the
sameplatform,raisingtheneedfor strongassurancesof partitioning.

NASA’s Langley ResearchCenter(LaRC)hasbeenpursuinginvestigationsinto
theavionicspartitioningproblem.Thisresearchis aimedatensuringsafepartition-
ing andlogical noninterferenceamongseparateapplicationsrunningon a shared
AvionicsComputerResource(ACR).Theinvestigationsarestronglyinfluencedby
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ongoingstandardizationefforts, in particular, the work of RTCA committeeSC-
182,which is currentlyrefiningtheACR concept,andtherecentlycompletedAR-
INC 653applicationexecutive(APEX) interfacestandard[1].

Wehavedevelopedaformalmodelof partitioningsuitablefor evaluatingthede-
signof anACR.Themodeldraws from theconceptualandmathematicalmodeling
techniquesdevelopedfor computersecurity. This papersketchesa formulationof
partitioningrequirementsthat hasbeenrigorouslyformalizedusingthe language
of PVS(PrototypeVerificationSystem)[9]. A moredetailedaccountof themodel
is availablein reportform [4]. This work wasperformedin thecontext of a broad
programof appliedformalmethodsactivity atLaRC[2].

2 AvionicsComputer Resource

The Avionics ComputerResource1 (ACR) is an embeddedgenericcomputing
platform, ableto hostmultiple applications(avionics functions),while providing
space(memory)andtime(scheduling)protection.A softwareoperatingsystemis a
fundamentalpartof theACRplatform,ensuringthattheexecutionof anapplication
doesnot interferewith theexecutionof any otherapplication.Dedicatedcomputer
resourcesallocatedto applicationsmustnot conflict or leadto memory, schedule,
or interruptclashes.Sharedcomputerresourcesmustbe allocatedin a way that
maintainstheintegrity of theresourcesandtheseparationof applications.

TheACRoperatingsystemprovideshighly robust,kernel-level servicesthatmay
beuseddirectly by theapplicationdeveloperor serve asthebasisfor higherlevel
services. To earncertification,kernelservicesmustbe developedin accordance
with regulatory requirementssuchas RTCA DO-178B[10]. When applications
having differentlevelsof criticality resideon thesameACR, thekernelandother
key ACR componentsmustbe qualifiedat or above the level of the mostcritical
application.

Underlyingall aspectsof the kernelis partitionmanagement.Thekernelman-
agespartitionsusing a deterministicschedulingregime (e.g., fixed round-robin
algorithmor ratemonotonicalgorithm); controlscommunicationsbetweenparti-
tions; andprovidesconsistenttime managementservices,low-level I/O services,
andACR-level healthmanagementservices. Figure1 shows the ACR reference
architectureenvisionedby SC-182(Level A is themostcritical, Level E theleast).

An ACR managesall hardwareresourcesresidingwithin theACR andmonitors
accessto all hardwareresourcesconnectedto theACR.ThekernelrunsontheACR
hardwarewith sufficientcontroloverall hardwareandsoftwareresourcesto ensure
partitionsarenoninterfering.As is typically requiredof securesystems,thisaccess
mediationmustbecomplete,tamper-proof,andassured.

In practice,what this meansis that thekernelexecutesin its own protecteddo-
main with the highestprivilege level availableon the computer. Servicesarere-

1The term “resource”is overloadedin this domain. In the name“ACR,” resourcerefersto a
largestructurecomposedof processorhardwareandoperatingsystemsoftware. Most of the time,
however, weusethetermresourceto referto smallerentitiessuchasmemorylocations.
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Figure1: ACRReferenceArchitecture.

questedthrougha well-definedinterfacemechanismallowing usersto passparam-
etersandreceive results.Furthermore,partitionsdefinetheboundariesof resource
protection.If processesor tasksareprovidedwithin partitions,ACR resourcepro-
tectionis not extendedto enforceseparationamongthem.

3 Formalizing Partitioning

We begin the formalizationdiscussionby motivatingthe approachtaken. Note
thatthescopeof theformal modelsis limited to issuesof spacepartitioning.Time
partitioningandothernotionsof separationarenot coveredin thispaper.

3.1 Security-Oriented Noninterference

Researchin computersecurityhasbeenactivefor many years,wherethreebroad
problemareasaregenerallyrecognized:1) confidentiality(secrecy), 2) integrity
(no unauthorizedmodification),and 3) denial of service. Much study hasbeen
directedatdefensesecurityneeds,e.g.,the“multilevel security”problem,which is
primarilyconcernedwith confidentiality. In thiswork themotivationcomesfrom an
operatingenvironmentwheremultipleusersaccessingacommoncomputersystem
havedifferentaccesspermissions.

While many modelshavebeendevisedto characterizeandformalizesecurity, re-
searchershavehadmuchsuccesswith thefamily of noninterferencemodels. Origi-
nally introducedto addresstheconfidentialityproblem,thesemodelscanbeapplied
to theintegrity problemaswell, which is themainconcernin spacepartitioning.

Noninterferencemodelsfocuson thenotionof programsexecutingon behalfof
(differently)authorizedusers.Eachsuchprogramaffectsthesystemstatein various
waysas instructionsareexecuted. Usersmay view portionsof the systemstate
throughtheseprograms.Whatnoninterferencemeansin this context is that if user� is not authorizedto view informationgeneratedby user � , thenthe instructions
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executedby � ’s programmay not influence(or interferewith) the computations
performedby � ’s program. In otherwords,no informationthat � is ableto view
shouldhavebeeninfluencedby anythingcomputedby � .

GoguenandMeseguer[6,7] proposedthefirst noninterferencemodel.Paraphras-
ing theirmodel,thenoninterferencerequirementcanbestatedasfollows:

��� ��� �
	��� ����������� � �
	��� ����������� ��� 	 ��� � �
	

where
��� ��� �
	 indicatesthat � may not view the outputsof � ,

���������
is the system

statethatresultsafterexecutinginstructionsequence
�

,
��� � ��� 	 is thesequence

�
with all of � ’s instructionspurgedfrom it, and  �"! � �
	 extractsfrom state

!
those

outputsviewableby � . What this assertionrequiresis that � ’s view of the state
is the sameregardlessof whether � ’s instructionsareexecuted.Hence,� cannot
“interfere” with � .

3.2 Extensionsto Noninterference

After GoguenandMeseguer’soriginal formulation,otherresearchersintroduced
variationsandextensionsof their model for variouspurposes.Importantsucces-
sorswere the intransitive versionsof noninterferenceformulatedby Haigh and
Young[8] andRushby[12]. Roscoe,WoodcockandWulf introducedanoteworthy
formulationbasedontheCSPprocessalgebra[11], whichemphasizesdeterminism
asanoverridingprinciple.

Recently, researchershavebegunto applynoninterferenceconceptsto modelthe
integrity of embeddedcontrol systems.DutertreandStavridou developedan ele-
gantnoninterferencemodel[5] having somesimilaritiesto our own. Their model
adoptsa higherlevel of granularity, takingtaskexecutionasthebasicentity. This
modelalsotakestheimportantstepof addressingschedulingissuesto capturetime
partitioningpropertiesin additionto spacepartitioning.Whatthemodellackscom-
paredto oursis a provisionfor cooperatingpartitions.

Wilding, HardinandGreve offer anothermodelcalled“invariantperformance”
that falls in this sameline of development[13]. Although couchedin somewhat
differentterminology, theirmodelis likewisebasedonnoninterferenceideas.They
pursueafine-grainedandconcreteformalismintendedto modellow-levelhardware
mechanismsaswell askernelservices.Schedulingpropertiesarean explicit part
of themodel. Also includedis a PVSformulationof a prototypekernelknown as
Schultz,alongwith its invariantperformanceproperties.

While thepurenoninterferencemodelis a powerful tool, its centralrequirement
is too strongto be useful in a formalizationof partitioning. The strict separation
inducedby this modelis desirablein a securitycontext, but is too confiningin the
IMA context. The reasonis that cooperationandcommunicationbetweenACR
partitionsis expresslyallowed,albeitundercontrolledconditions.

Two typesof cooperationcanexist in anACR environment:directcooperation
betweenpartitionssupportedby operatingsystemservices,andindirect coopera-
tion taking placethroughmultiple accessto avionics devices. The upshotis that
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it is permissible,undercontrolledconditions,for anapplication� to influencethe
computationsof anotherapplication� , makingastrictprohibitionof “interference”
toostrongarequirement.It ispossibletocreateaconditionalnoninterferencemodel
with suitableexemptionsbuilt in, but this runstherisk of exemptingtoomuchsys-
tembehavior. Intransitivenoninterferencelikewisecouldbeusedto captureexemp-
tions. Instead,themodelingapproachwe have pursuedtakestheessenceof these
noninterferenceconceptsandembedsthemin asomewhatmodifiedframework.

3.3 Modeling Partitioning

Drawing on LaRC’s work with theReliableComputingPlatform(RCP)[3], our
modelingapproachresemblesthesimilar techniqueof comparisonagainsta “gold
standard.” In RCP, acomparisonbetweenadistributedimplementationandasingle-
processorimplementationwasusedto formalizea notionof fault tolerance.In an
analogousway, weuseacomparisonbetweena federatedsystemandanintegrated
systemto formalizeanotionof noninterference.

In bothtypesof comparison,we startwith identicalapplicationsuites,we com-
parethe effectsof runningapplicationsin two differentexecutionenvironments,
thenwe try to rule out undesirablebehaviors thatmight resultwhenmoving from
thestandard(assumedcorrect)architectureto thenew (desired)architecture.

At thehighestlevel, thefollowing idealizedmethodsummarizesourapproach:

# Given an ACR andits applications,maptheminto an equivalentfederated
system(eachpartitionedapplicationin its own box).

# Model the externally visible behavior of the ACR with executiontrace $&% .
Assigntraces$�'(�*)*)+)+��$-, to thecomponentbehaviors in thefederatedsystem.

# Requirethatif . � $�'/�*)*)+)+��$-, 	 is thesetof feasibleinterleavingsof $0'1�*)*)*)2��$&, ,
then $&%435. � $�'/�*)*)+)2��$-, 	 is a valid consequence.

Whatthisschemeaimsto do is ruleout thepresenceof any observablebehaviors
in theACR thatcannotbeduplicated,at leastin principle,by anequivalentfeder-
atedsystem.In otherwords,if theapplicationsweremigratedfrom a federatedto
anintegratedarchitecture,nonew systembehaviors (modulominorschedulingdif-
ferences)couldbe introduced.Oneconsequenceof this approachis the limitation
thatcertainmemorysharingarrangementscannotbedirectly accommodated,e.g.,
many of thoseinvolving multiple readersandwriters. By adaptingthe techniques
of Section5, however, thesefeaturesshouldbewithin reach.

4 NoninterferenceWithout Cooperation

As apreludeto thediscussiononcooperativenoninterference,webegin with the
presentationof a simplerbaselinemodel,which assumescompletelyseparateap-
plications.No interpartitioncommunication(IPC) is allowedin this baselinecase.
Eachapplicationcomputesin isolation,having accessonly to its own resources.
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4.1 BasicFramework

Therearesix aspectsof modelingwe areconcernedwith, eachdescribedbelow.
Thiscategorizationis usedin thefull presentation[4].

# Representation.A minimal setof architecturalconceptsis providedto rep-
resentfeaturessuchasa resourcenamespace,thesystemresourcestate,and
thenotionof commands.

# Computation. Executionof commandsequencesandthesystem’s response
tracesform theessenceof computations.

# Separation. Considercomputationusing alternative commandsequences,
in particular, thosesequencesformedby purging all commandsexceptthose
belongingto a singlepartition. Responsetracesresultingfrom the separate
executionof purgedcommandstreamsarecomparedagainstsegmentsof the
integrated-systemtrace.

# Requirement. Having formedtracepairs,onefrom the original command
streamandtheotherfrom thepurgedcommandstreams,westipulatethepar-
titioning requirementasequalityof the two traces.If this conditionalways
holds,thesamecomputationswill alwaysresult,whetherperformedin inte-
gratedor separatedfashion.

# Policy. To achieve strongpartitioning,it is necessaryfor the ACR to prop-
erly allocateresourcesandenforceaccessto thoseresourcesaccordingto a
suitablepolicy. Thepolicy andsystemdesignarechosento ensurethat the
partitioningrequirementis alwaysmet.

# Verification. Having modeledcomputationfor thesystemfeaturesof inter-
est,andcapturedthe allocationandenforcementpolicy, it remainsto show
that the policy is a sufficient conditionfor the partitioningrequirement.A
proof is carriedout to establishthis result.

4.2 Model Elements

Detailsof thesix modelingelementsarepresentedbelow.

4.2.1 Representation The collective stateof all applicationsrunningon an ACR
is modifiedin responseto eachinstructionor kernelservice.Stateincludesmain
memoryareasallocatedto applications,register bits in the processoritself, and
certaindevicesthathave memory-like semantics.Individual stateelementsreside
in a setof locationscalledresources, denoted

�
. Thevalueheldby a resourceis

anunspecifiedinformationunit drawn from theset 6 . Thecurrentresourcestateis
givenby amapping798 �;: 6 .

Applicationscomputeby executingcommands, which includeordinarymachine
instructions(eithernative,emulated,or interpreted),kernelserviceprimitives,and
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possiblyotheroperations.Eachis consideredanatomicoperation,readinga setof
argumentsfrom thecurrentstateandwriting a setof resultsto updatethestate.A
commandfrom theset < is a tuple

��= ��>(�1?@�(AB��C 	 , where
=

is theID of thecurrently
runningapplication,> is thecommandtype, ? is aresourcelist indicatingarguments
to beread, A is a functionwith signatureAD8&6 � : 6 �

representinga computation
on the arguments,and C is a resourcelist indicatingwhereresultsfrom function
A shouldbewritten. We representcommandsequencesandtracesby the list data
type,semanticallyequivalentto thatof Lisp.

4.2.2 Computation Executionof acommandto produceanew valueof thesystem
stateis modeledby a function E 84< FG7 : 7 . The currentstateis defined
recursively by thecumulativeapplicationof E to acommandlist from < �

:

7 ��HJI 	K� 7L%
7 �NMGOPHJQRI 	K� E �NQ �(7 �NM 	�	

where
M

is a commandlist,
Q

is a command,and
O

denotesthe sequenceor list
appendoperation.

As computationsevolve, the resultsproducedby a commandsequenceform a
computationtrace. A traceevent,drawn from theset S , containsthevaluescom-
putedby the commandand someidentifying informationas well. Construction
of tracesproceedsby applyingthe function $T8U< FV7 : S , which yields the
computationeventcorrespondingto acommand’sexecution.Thecompletetraceis
definedrecursively by thecumulativeapplicationof $ to acommandlist from < �

:

W5�XHYI 	�� HJI
W5� MZOPHYQRI 	[� W5�NM 	 OPH $ �NQ �(7 �NM 	�	 I

Thus,we have for a commandlist
M

two key computationalproducts: 7 �NM 	 is
thestateafterexecutingall thecommandsin

M
, and

W\�NM 	 is thetracerecordingall
thecomputedresults.Thesevaluesdescribecomputationwithin theconfinesof a
singleprocessor, with instructionsfrom differentpartitionsinterleavedin thelist

M
.

We focuson computationtracesbecausethedomainis real time control,where
it is importantto ensurethatoutputssentto actuatorsarecorrect.Stateinvariants
fall onestepshortof whatis needed.It is not enoughto checkthatmemoryvalues
areappropriate;whatmattersis whatthesystemdoeswith suchvalues.

4.2.3 Separation Now considerthemappingof thesingleprocessor(IMA) system
into its equivalentfederatedsystemof multiple processors.Our goal is to take the
samecommandstreamandconsidercomputationundertwo differentarchitectures,
integratedandfederated.Themethodis to separateanintegratedcommandstream
into differentthreadsof commands,onefor eachapplication(partition).Thencom-
putationis carriedout separatelyfor eachindividual thread.
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Figure2: Trace-basedpartitioningrequirement.

First we provide a purgefunctionto separatetheoriginal commandstreaminto
thedifferentthreads.

� 8&< � Fhg : < �
denotesthepurge2 function,mappinga

commandlist
M

andapplicationID ? into theappropriatesubsequenceof
M

. We
overloadthepurgefunctionby addingaversionof it for traces.

� 8JS � Fig : S �
extractsthoseelementsof a computationtracebelongingto application? .

4.2.4 Requirement In the integratedsystem,the computationtraceproducedin
responseto acommandlist

M
is simply

W5� M 	 . Wewishto compareportionsof this
traceto its analogsin thefederatedsystem.

When
M

is separatedinto subsequencesbasedonpartition,wehavethatthecom-
putationtracefor case? is givenby

W\�N���NM �1? 	�	 . Constructsucha tracefor each
value ? , thencompareit to thesubtracefoundby purgingtheintegratedtrace

W5� M 	 .
Thusthefinal partitioningrequirementweseekhastheform:

j ?�8 ���NW\�NM 	 �1? 	�� W\�N���NM �1? 	�	

The right handsiderepresentsthe computationappliedto eachcommandthread
separately. Eachprocessorin the federatedsystemis assumedto be identical to
the original, having the full complementof resources,althoughmostwill not be
accessed(we hope)for a givenchoiceof ? . This formulationis similar to thatof
DutertreandStavridou [5].

Figure2 illustratestherelationshipof thevariouslists andtracesin themanner
of a classiccommutingdiagram,showing the familiar algebraicform of a homo-
morphism.In the figurewe use

M % to representtheoriginal commandlist for the
integratedsystemand$&% � W\�NM % 	 its resultingcomputationtrace.Then

M ' throughM , arethepurgedcommandlistsand $0' through$-, aretheir resultingtraces.
If the accesscontrol policy of the systemis working properly, then the effect

of separationis invisible, yielding the samecomputationresultsasthe integrated
system.If, however, the policy or its enforcementis flawed in someway, oneor
moreof thetracepairsabovewill differ, signalinga failureto achievepartitioning.

2Theterm“purge” wasretainedbecauseof its historicalusein noninterferencemodels,although
wenow complementits selectionsemantics.kRl�mon"p*q purgeseverythingnotbelongingto p .
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4.2.5 Policy With thehelpof protectionfeaturesembeddedin processorhardware,
the kernelenforcesan accesscontrol policy on the useof systemresources.We
denoteby thepredicater �NM 	 theconditionof commandlist

M
adheringto sucha

policy andotherwell-formednesscriteria. Thepolicy andtypeof enforcementare
systemdependent;it is not possibleto be moreexplicit aboutthe detailswithout
consideringthedesignfeaturesthemselves.

4.2.6 Verification Pulling togetherall the pieces,we cannow statethe theorem
neededto establishthatanACRdesignachievesstrongpartitioning:

r �NM 	�� j ?�8 ���NW5� M 	 �1? 	�� W5� ��� M �1? 	X	

A proof of this conjecturefor all commandlists
M

shows thattheapplicationswill
bewell partitionedunderACRcontrol.

4.3 PVSFormalization

A formalizationof thebaselinenoninterferencemodelwascarriedout usingthe
languageof PVS.This baselineassumesa simpleIMA architecturefor a system
having afixedsetof applications,only asingletypeof command(machineinstruc-
tions),andno interpartitioncommunication.Assumefurther thateachresourceis
accessibleby atmostoneapplication,andresourceallocationandaccessrightsare
static(permanentlyassigned).

Nearlyall of theformalizationnecessaryto capturethebaselinemodelis unsur-
prisingandwe omit mostof thedetails.We usetheexpressionsdo all(cmds)
to denote

W\�NM 	 andpurge(cmds,a) to denote
���NM �1? 	 .

Let usnow turnto theaccesscontrolpolicy. Readandwrite accessmodesarein-
dependentlysupported.Eachresourcehasanaccesscontrollist (ACL) namingthe
applicationsthathave accessto it andin whatmode(s).This degreeof granularity
is differentfrom whata kernelimplementationwould maintain,wherea rangeof
resourceswould likely beassignedto oneACL.

access_mode: TYPE = {READ, WRITE}
access_right: TYPE = [# appl_id: appl_id,

mode: access_mode #]
access_set: TYPE = set[access_right]
allocation: TYPE = [resource -> access_set]

This schemeworks to describeusesof memoryandsomedevices. Input devices
couldhave read-onlyaccesswhile outputdeviceswouldbewrite-only.

Commandlists adheringto the policy mustsatisfya proper access predi-
cate,which requiresthatfor every command,theapplicationhasreadaccessto all
argumentresourcesandwrite accessto all result resources.A predicatealloc
declaresthe accesscontrol in effect for a givensystem.The following condition
assertsa key requirementaboutalloc, namely, thata staticallocationalsoobeys
exclusivity (atmostoneapplicationhasaccessrightsto eachresource).
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static_exclusive(alloc_fn: allocation): bool =
FORALL (r: resource):
EXISTS (a: appl_id):
FORALL (ar: access_right):
member(ar, alloc_fn(r)) IMPLIES a = appl_id(ar)

alloc: {p: allocation | static_exclusive(p)}

Finally, wearriveatthepointwherewemustprovethatenforcementof thepolicy
is asufficientconditionfor thepartitioningrequirement.

well_partitioned: THEOREM
proper_access(cmds) IMPLIES

purge(do_all(cmds), a) = do_all(purge(cmds, a))

A completelymechanicalproof of thetheoremwell partitioned hasbeen
constructedusingthePVStheoremprover. It reliesonninesupportinglemmas,the
principalonebeingthefollowing.

state_invariant: LEMMA
proper_access(cmds) AND
member((# appl_id := a, mode := READ #), alloc(r))

IMPLIES
state(cmds)(r) = state(purge(cmds, a))(r)

5 CooperativeNoninterference

We now considertheproblemof introducingIPC servicesto theACR architec-
tureandderiving anotionof noninterferencethataccommodatescooperatingappli-
cations.This featureis not addressedby eitherof the contemporaryIMA models
mentionedearlier [5, 13]. We draw a distinctionbetweenresource partitioning,
protectingresourcesaccessibleto applications,and communicationpartitioning,
protectingprivatedataheldby thekernel.Theoverallpartitioningmodelis divided
into two partsbasedon thisdistinction.

Section5.1describestheformalismfor showing whenapplicationresourcesare
protectedfrom direct interferenceby otherapplications,which is an extensionof
the modelin Section4. Interpartitioncommunicationimplementedby the kernel
(or otherACRentities)presentsthepossibilityof interferenceoccurringwithin the
kernel’s domain.Section5.2 developstheformalismfor showing whenthekernel
canbeconsideredfreeof flaws from thissecondtypeof interference.

We assumea basicIMA architecturehaving the samecharacteristicsasbefore
with theadditionof IPCservices.This leadsto two classesof commands:machine
instructionsplus genericIPC kernelservices.The exact typesof communication
andspecifickernelservicesarenot importantfor establishingresourcepartitioning,
but they doplaya role in establishingcommunicationpartitioning.

WhenIPCcapabilityis added,thecentralproblemthatarisesis thatpartitionsare
no longernoninterferingin thestrictsense.Communicatingapplicationsdo indeed
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“interfere” with oneanother. But this interdependenceis intentional,andwe must
acceptthecooperative interactionswhile prohibitingtheunintendedones.

Theprimarymeansof achieving thisgoalis architectural.Weobservetherestric-
tion that IPC is only allowedto occurthroughkernelservices;no shared-memory
communicationis permitted. SomeIPC servicescauseupdatesto application-
ownedresources.We incorporateconstraintssufficient to keepsuchupdatescon-
finedto onepartitionat a time. Thenetresultis thatwe canassurethatthird-party
partitionsareprotectedfrom unintendedeffectsduringIPCactivity.

Modeling this arrangementrequiresadditionalmechanismsbasedon the intro-
ductionof globalandlocal portionsof thesystemstate.Local statesarereplicated
asbeforeto capturetheseparatecomputationsof isolatedprocessors.A globalstate
is usedto capturethecomputationsof apartof thesystemwewish to hold in com-
monfor eachreplicatedentity. Therolesof localversusglobalwill alternatefor the
two typesof noninterferenceweseekto establish.

5.1 ResourcePartitioning

Considerfirst the problemof showing that individually owned resourcesheld
by anapplicationareshieldedfrom direct interference.Otherapplicationscanin-
fluenceresourcesindirectly, by sendinginformationthroughIPC channels,but it
shouldbeimpossiblefor themto accessresourcesdirectly. By enforcinganaccess
controlpolicy on IPCservicesaswell asprocessorinstructions,resourcepartition-
ing canbedemonstrated.

This resultis obtainedby replicatingresourcestates,asbefore.IPC servicesre-
quirespecialtreatment,however. IPC commandexecutiondraws inputsfrom both
the resourcestateandthe IPC state,andlikewise producesoutputsfor both. We
arenot concernedwith the detailsof IPC stateupdatesbecausewe only wish to
comparethe resultsproducedby all the applications.As long asthe sameeffects
occurin both federatedandintegratedarchitectures,theexactnatureof interparti-
tion communicationis immaterial.

This arrangementneverthelesscomplicatesthe elaborationof systemcomputa-
tions. Resourcestatesarenow interdependent—itis no longerpossibleto separate
the commandsequencesvia

���NM �1? 	 andthentake the system’s responseto each
separatestream.Doingsowould misstheeffectsof IPCfrom anapplication’s IPC
partners.Hence,theelaborationof systemcomputationsis moreintertwined,mak-
ing concisemathematicalnotationdifficult to achieve. FormalizationusingPVS
functions,however, is readilyaccomplished.Thedefinitionsthat follow show the
replicationof resourcestateswhile maintainingacommonIPCstate,asdepictedin
Figure3.

We begin with the typesrepresentingthe new stateconcepts. Local portions
of the systemstateareaccessedby indexing with applicationIDs. In additionto
resourcestates,computationtracesarekept within this structure. Tracesarenot
partof thesystemstate;it is simply convenientto keepa partition’s tracetogether
with its correspondingresourcestate.
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Global:
Kernel (IPC services)

P1 P2 P3 P4
  trace
  res state
Local:

  IPC state

Figure3: Globalvs. localcomponentsfor resourcepartitioning.

trace_state_appl: TYPE = [# trace: comp_trace,
res: res_state #]

init_trace_state_appl: trace_state_appl =
(# trace := null, res := initial_res_state #)

trace_state_vector: TYPE = [appl_id -> trace_state_appl]
trace_state_full: TYPE = [# local: trace_state_vector,

global: IPC_state #]

It is also helpful to collect the local stateand traceupdateexpressionsinto a
singleupdatefunction.

comp_step(c: command, local: trace_state_appl,
global: IPC_state): trace_state_appl =

IF cmd_type(c) = IPC
THEN (# trace := cons(IPC_event(c, res(local),

global),
trace(local)),

res := res(exec_IPC(c, res(local),
global)) #)

ELSE (# trace := cons(INSTR_event(c, res(local)),
trace(local)),

res := execute(c, res(local)) #)
ENDIF

A commandlist is executedby theensembleof separateprocessorsandthecom-
mon “kernel” that serves them. Eachcommandupdatesthe local statefor one
partitionand,in thecaseof IPCcommands,theglobalIPCstate(Figure4).

The functiondo all purge combinesthe rolespreviously servedby the two
functionsdo all andpurge. Two componentsareproducedby this function: a
vectorof resourcestatesandtraces,onefor eachapplication,andasingle,common
IPC state. Executionof commandswithin do all purge keepsthe partitions
separatewhile allowing acommonIPCstateto evolve,thusensuringthatpartitions
receive meaningfulvaluesfrom their IPC operations,just as they do in the fully
integratedsystem.
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do_all_purge(cmds: cmd_list): RECURSIVE trace_state_full =
CASES cmds OF
null: (# local := LAMBDA (a: appl_id):

init_trace_state_appl,
global := initial_IPC_state #),

cons(c, rest):
LET prev = do_all_purge(rest) IN
(# local :=

LAMBDA (a: appl_id):
IF a = appl_id(c)

THEN comp_step(c, local(prev)(a),
global(prev))

ELSE local(prev)(a)
ENDIF,

global :=
IF cmd_type(c) = IPC

THEN IPC(exec_IPC(c,
res(local(prev)(appl_id(c))),
global(prev)))

ELSE global(prev)
ENDIF

#)
ENDCASES MEASURE length(cmds)

Figure4: Computationin theresourcepartitioningmodel.

Accesscontrolpolicy in this designis identicalto the baselinecase.EachIPC
commandmust adhereto the sameaccessconstraintsas instructioncommands.
Consequently, an IPC commandmay accessonly thoseresourcesassignedto the
partitionrequestingtheIPC service.This is a reasonablerestriction,andit is suffi-
cientto ensurestrongpartitioning.

Themaintheoremfor resourcepartitioningcanbeexpressedasfollows:

well_partitioned: THEOREM
proper_access(cmds) IMPLIES

purge(do_all(cmds), a) =
trace(local(do_all_purge(cmds))(a))

This theoremhasbeenprovedin PVSwith thehelpof some20supportinglemmas.
Theproofwasmoreinvolvedthanthebaselinecase,but notoverly so.

Shown below is thestateinvariantthatholdsaftereachcommand.Theinvariant
assertsstate-matchingconditionsfor bothlocalandglobalstatecomponents.

state_invariant: THEOREM
proper_access(cmds) IMPLIES

(FORALL a: state_match(a,
res(state(cmds)),
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res(local(do_all_purge(cmds))(a)))) AND
IPC(state(cmds)) = global(do_all_purge(cmds))

5.2 Communication Partitioning

Theresourcepartitioningrequirementoffersassuranceagainstdirectinterference
causedby otherapplications.As longasacomputationproceedsentirelywithin one
partition,this propertyis sufficient to achieve independentoperation.If, however,
communicationwith otherapplicationstakesplace,thereareadditionalpointsof
vulnerability. In particular, whendatais in transit from onepartition to another,
temporarilybeingheldwithin privateACR datastructuresratherthanpartitionre-
sources,thereis a possibilityof mishandlingthat is not coveredby thepreviously
statedrequirements.

5.2.1 Inversion of SystemModel Our approachis to apply the foregoing modeling
framework andadaptit to thecommunicationinterferenceproblem.What this in-
volvesis takingthetraditionalnoninterferenceconceptandturningit upsidedown.
Ratherthan separatingthe applications,we chooseinsteadto separatethe IPC
mechanismswithin thekernel. We assumethekernelimplementsIPC usingcon-
ventionaltechniquessuchasportsor channels.Imaginethatwe canseparateand
replicatethekernel’s processing,assigningeachport or channelto its own kernel
“machine.” Thenweapplythetechniquesof theprevioussection,interchangingthe
rolesof partitionsandkernel.Thepartitionsbecometheentitywehold in common
while thekernel’sIPCchannelsbecometheobjectsof separation,asif implemented
by a federatedsystem.

Applicationof theIPCnoninterferencetechniquerequiresthefollowing steps.
# Identify the virtual IPC structuresimplementedwithin the kernel, suchas

ports,channels,pipes,etc.Createavectorof localstatesfor thekernelbased
on theseIPCstructures.

# Createa globalstatecontainingthepartitionresources.Model computation
of regularmachineinstructionswith respectto thecommonglobalstate.

# Model computationof IPC serviceswith respectto theparticularlocal state
correspondingto thedesignatedport,channel,etc.

# Assertthat thecomputationresultsof the integratedsystemarethesameas
thoseof theIPC-basedfederatedsystem.

Fromthemodelingstandpoint,this schemeproducesa valuabledualof the tra-
ditionalnoninterferencestructure,althoughit mayappearlessintuitive. Moreover,
the approachrequiresmodelingmoreof the systemdesignthan is the casewith
resourcepartitioning. It is alsoimportantto notethat no guaranteeof functional
correctnessfor IPCservicesis inherent;themethodonly demonstratesthattheIPC
structuresareindependent.Nevertheless,themethodoffersatractablemeansof ad-
dressingthequestionof low-level interferencewithin anACR’s operatingsystem.
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Figure5: Globalvs. localcomponentsfor communicationpartitioning.

5.2.2 PVSRendition Assumeaport-basedIPCmechanismhaving thetwo services
SENDandRECEIVE.No restrictionsareplacedon connectivity; portsmaycon-
necttwo or morepartitions.Ordinaryqueueingbehavior within thevirtual channels
is observed. Thekernel’s internalstateneededto implementIPC is separatedinto
multiple copies,one for eachport in the federatedsystemmodel, and the set is
collectedinto a structureandreferredto aslocal states(Figure5). IPC commands
operateon theglobalstateandoneof thelocalstates.Conversely, instructioncom-
mandsoperateonly on theglobalstate.

The elaborationof computationis invertedfrom the modelof Section5.1, but
otherwiseworks in the samemanner. A compositestructurecontainingthe local
andglobalstatestogetherwith thecomputationtraceis maintained.Only onecom-
putationtrace,correspondingto theglobalresourcestate,is necessary.

IPC_state_vector: TYPE = [port -> IPC_state]
trace_state_full: TYPE = [# local: IPC_state_vector,

global: res_state,
trace: comp_trace #]

A commandlist is executedby theensembleof partitionsononecommonprocessor
andseparatekernelsfor eachport/channel.Figure6 showsthedetails.

Thefunctiondo all ports playsthesamerole asdo all purge in there-
sourcepartitioning model. Threecomponentsare producedby this function: a
vectorof IPC states,onefor eachport; a single,commonresourcestate;anda sin-
gle computationtrace.Executionof commandswithin do all ports keepsthe
IPCportstructuresseparatewhile allowing acommonresourcestateto evolve.

Themaintheoremfor IPCpartitioningcanbeexpressedasfollows:

well_partitioned: THEOREM
do_all(cmds) = trace(do_all_ports(cmds))

This theoremhasbeenprovedin PVSwith thehelpof fivesupportinglemmas.The
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do_all_ports(cmds: cmd_list): RECURSIVE trace_state_full =
CASES cmds OF
null: (# local := LAMBDA (p: port): initial_IPC_state,

global := initial_res_state,
trace := null #),

cons(c, rest):
LET prev = do_all_ports(rest) IN
IF cmd_type(c) = INSTR

THEN (# local := local(prev),
global := execute(c, global(prev)),
trace :=
cons(INSTR_event(c, global(prev)),

trace(prev)) #)
ELSE (# local :=

LAMBDA (p: port):
IF p = port(c)

THEN IPC(exec_IPC(c, global(prev),
local(prev)(p)))

ELSE local(prev)(p)
ENDIF,

global :=
res(exec_IPC(c, global(prev),

local(prev)(port(c)))),
trace :=
cons(IPC_event(c, global(prev),

local(prev)(port(c))),
trace(prev)) #)

ENDIF
ENDCASES MEASURE length(cmds)

Figure6: Computationin thecommunicationpartitioningmodel.

proof wassimplerthanthatof thepreviousmodels,owing to thesimplenatureof
theIPCmechanismemployed.

Theoverall stateinvariantis shown below. This invariantassertsstatematching
conditionsfor bothlocalandglobalstatecomponents.

state_invariant: THEOREM
res(state(cmds)) = global(do_all_ports(cmds)) AND
FORALL p: IPC(state(cmds))(p) =

local(do_all_ports(cmds))(p)(p)

In placeof anaccesscontrolpolicy, thecommunicationpartitioningmodelmight
requireassertionsabouthow thekernelmanagesits internalresources,usingthese
assertionsto establishthenoninterferencecondition.Nonewasusedheredueto a
highly abstractIPCdesign.A morerealisticdesignandformalizationwould likely
requiresuchresourcemanagementconstraints.
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6 Conclusion

Wehavepresenteda formalmodelof partitioningsuitablefor analyzinganACR
architecture.Basedin partonconceptsdrawn from thenoninterferencemodelused
by researchersin informationsecurity, themodelconsiderstheway computations
evolve in different systemarchitectures.By defining what the systemresponse
shouldbein thecaseof a systemof separateprocessors,thepotentiallyinterfering
effectsof integrationcanbeassessedandidentified.

By continuingthe developmentbegunhere,morerealisticmodelinstancescan
be constructedandusedto representmorecomplex systemswith a variety of ar-
chitecturalfeaturesandspecifickernelservices.ThePVSnotationwasfoundto be
effectivein expressingthemodel,thekey requirements,andthesupportinglemmas.
ThePVSprover wasalsofoundto beusefulin carryingout theinteractive proofs,
all of whichwerecompletedfor thedesignsundertaken.

In additionto IPC services,thereis anotherareawhereapplicationsmayaffect
eachother, namely, whereexternal avionics devices are sharedamongmultiple
partitions.Allocationof suchdevicesis typically dedicatedratherthanshared,but
multiplexedaccessis possiblein somearchitectures.For this reason,apartitioning
modelshouldaccommodatethis type of sharingif the needarises. We have not
extendedourcoremodelto cover thiscase,but anticipatenoproblemsin doingso.
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