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Abs t rac t  

The SURE program is a  new r e l i a b i l i t y  a n a l y s i s  
t o o l  f o r  u l t r a r e l i a b l e  computer system arch i -  
t e c t u r e s .  The program is based on computational 
methods r e c e n t l y  developed f o r  NASA Langley 
Rasearch Center.  These methods provide an 
e f f i c i e n t  means f o r  computing a c c u r a t e  upper and 
lower bounds f o r  t h e  death s t a t e  p r o b a b i l i t i e s  of 
a  l a r g e  c l a s s  of semi-Markov models. Once a  semi- 
Markov model is described using a  simple input  
language, the  SURE program au tomat ica l ly  computes 
t h e  upper and lower bounds on t h e  p r o b a b i l i t y  of 
system f a i l u r e .  A parameter of t h e  model can be 
s p e c i f i e d  a s  a  v a r i a b l e  over a  range of values 
d i r e c t i n g  the  SURE program t o  perform a  sens i -  
t i v i t y  a n a l y s i s  automatical ly .  This  f e a t u r e ,  
along with the speed of t h e  program, makes i t  
e s p e c i a l l y  usefu l  a s  a  design t o o l .  

In t roduc t ion  

A r e l i a b i l i t y  a n a l y s i s  of a  reconf igurab le  
f a u l t - t o l e r a n t  computer system adequate f o r  an 
advanced i n t e g r a t e d  f l i g h t  system i n e v i t a b l y  
r e q u i r e s  t h e  determinat ion of t h e  dea th-s ta te  
p r o b a b i l i t i e s  of a  s t o c h a s t i c  r e l i a b i l i t y  model. 
For more than a  decade, automated t o o l s  (e .g . ,  
ARIES, SURF, CARE 111,  e t c . )  have been developed 
t o  analyze such models. ' This  research  has been 
motivated by the f a c t  t h a t  t h e  t r a d i t i o n a l  methods 
of a n a l y s i s  of redundant system conf igura t ions  
cannot be used t o  compute the  r e l i a b i l i t y  of a  
reconf igurab le  system. For example, the  t r a d i -  
t i o n a l  f a u l t - t r e e  a n a l y s i s  method cannot compute 
t h e  p r o b a b i l i t y  of f a i l u r e  due t o  t h e  occurrence 
of co inc iden t  f a u l t s  ( i . e .  t h e  a r r i v a l  of a  second 
f a u l t  before the  system can remove t h e  f i r s t  
f a u l t ) .  I n  o rder  t o  analyze a  reconf igurab le  
system t h e  more powerful Markov ( o r  semi-Markov) 
modeling a n a l y s i s  technique is  necessary.  Unfor- 
t u n a t e l y ,  c a l c u l a t i o n  of t h e  p r o b a b i l i t y  of system 
f a i l u r e  using a  Markov model r e q u i r e s  t h e  s o l u t i o n  
of a  s e t  of coupled d i f f e r e n t i a l  equat ions and a  
semi-Markov r e l i a b i l i t y  model r e q u i r e s  t h e  solu- 
t i o n  of a  complex system of convolution i n t e g r a l s .  
Furthermore, because of the l a r g e  d i s p a r i t y  
between t h e  r a t e s  of f a u l t  a r r i v a l s  and system 
recover ies ,  models of f a u l t - t o l e r a n t  a r c h i t e c t u r e s  
i n e v i t a b l y  lead t o  numerical ly  s t i f f  i n t e g r a l /  
d i f f e r e n t i a l  equat ions.  This  problem, along with 
the  l a r g e  computational c o s t  of so lv ing  l a r g e  
s t a t e  space problems, have l e d  t o  t h e  use of 
decomposition/aggregation techniques i n  r e c e n t  
r e l i a b i l i t y  a n a l y s i s  t o o l s  such a s  CARE I11 and 
HARP. I n  such programs, t h e  problem is decom- 
posed i n t o  a  fau l t -handl ing  model and a  f a u l t -  
occurrence model. Coverage parameters derived 
from the  s o l u t i o n  of t h e  faul t -handling model a r e  
i n s e r t e d  by var ious  aggregat ion techniques i n t o  
the  faul t -occurrence model i n  o rder  t o  compute the  
system r e l i a b i l i t y .  The coverage parameters a r e  
computed based on t h e  assumption t h a t  c r i t i c a l -  
p a i r  f a i l u r e s  a r e  t h e  dominant f a i l u r e  mode i n  t h e  
system. Unfortunately,  such s t r a t e g i e s  reduce the 
s e t  of a r c h i t e c t u r e s  t h a t  can be modeled. 

Recent ly,  a  new mathematical theorem was 
proved which provides bounds f o r  t h e  p r o b a b i l i t y  
of e n t e r i n g  dea th  s t a t e s  of semi-Markov models ( a  
genera l  c l a s s  of s t o c h a s t i c  models which inc ludes  
pure Markov models).  ' ' The upper and lower 
bounds of t h i s  theorem a r e  a l g e b r a i c  f u n c t i o n s  of 
simple parameters of t h e  model such a s  t h e  means 
and var iances  of the  t r a n s i t i o n s .  This  theorem is 
the  b a s i s  of a  new r e l i a b i l i t y  a n a l y s i s  t o o l  named 
t h e  Semi-Markov U n r e l i a b i l i t y  Range Evaluator  
(SURE). The SURE program processes  semi-Markov 
models described i n  a  simple input  language, and 
computes t h e  upper and lower bounds on system 
u n r e l i a b i l i t y  defined i n  t h e  theorem. Although an 
exact  answer is not produced by t h e  SURE program, 
the  c a l c u l a t e d  bounds a r e  c l o s e  toge ther  f o r  
r e l i a b i l i t y  models of u l t r a r e l i a b l e  systems - 
u s u a l l y  wi th in  5 percent  of each o ther .  The 
advantage of t h e  SURE technique is t h a t  t h e  bounds 
a r e  a l g e b r a i c  i n  form and, consequently,  a r e  
computationally e f f i c i e n t .  Very l a r g e  and complex 
models can be analyzed by the  program. This  is 
important  s i n c e  f u t u r e  i n t e g r a t e d  a i r c r a f t  e lec -  
t r o n i c s  systems w i l l  be much l a r g e r  and f a r  more 
complex than the  non-integrated systems seen  
today. Because SURE does not r e l y  on t h e  s o l u t i o n  
of i n t e g r a l / d i f f e r e n t i a l  equat ions,  s t i f f n e s s  is 
not  a  problem. I n  f a c t ,  t h e  * s t i f f e r w  t h e  model, 
the  c l o s e r  t h e  upper and lower bounds a r e .  
Furthermore, the  technique a p p l i e s  t o  a  genera l  
c l a s s  of semi-Markov models ( i . e .  models 
containing exponential  f a u l t  a r r i v a l s  and 
absorbing d e a t h - s t a t e s )  and thus does not  impose 
r e s t r i c t i o n s  on t h e  type of a r c h i t e c t u r e  t h a t  can 
be analyzed. A parameter of t h e  model can be 
s p e c i f i e d  a s  a  v a r i a b l e  over a  range of values 
d i r e c t i n g  t h e  SURE program t o  perform a  s e n s i -  
t i v i t y  a n a l y s i s  au tomat ica l ly .  

S ince  SURE can handle a  genera l  d i s t r i b u t i o n  
of recovery t ime,  t h e  o v e r a l l  faul t -handling 
process  of a  f a u l t - t o l e r a n t  computer system can be 
captured i n  a  s i n g l e  t r a n s i t i o n .  I t  i s  unneces- 
sa ry  t o  assume some underlying parametr ic  form o r  
a  s p e c i a l  model of faul t -handling behavior. The 
r e s u l t s  of experimentation can be d i r e c t l y  
u t i l i z e d .  However, i f  d e s i r e d ,  d e t a i l e d  f a u l t -  
handling models can be incorporated i n t o  t h e  
system r e l i a b i l i t y  model and analyzed by SURE. 

The SURE program is  c u r r e n t l y  running under 
VMS 3.7 on VAX-Ill750 and VAX-11/780 computers a t  
t h e  NASA Langley Research Center .  The program is 
implemented i n  Pascal  and has  been designed with 
minimal usage of VMS-specific cons t ruc t s .  An 
op t iona l  g raphica l  d i sp lay  and p l o t t i n g  module is 
a v a i l a b l e .  This  module is w r i t t e n  i n  FORTRAN and 
uses a  s p e c i a l  g raphics  l i b r a r y  named TEMPLATE 
( a v a i l a b l e  only from Megatek Corporat ion) .  The 
SURE program can be i n s t a l l e d  with o r  without t h i s  
module. 

Highly r e l i a b l e  systems ,must use p a r a l l e l  
redundancy t o  achieve t h e i r  f a u l t  t o l e r a n c e  s i n c e  
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c u r r e n t  manufacturing techniques cannot produce 
c i r c u i t r y  with adequate r e l i a b i l i t y .  Furthermore, 
reconf igura t ion  is o f t e n  u t i l i z e d  i n  an at tempt t o  
increase  the  r e l i a b i l i t y  of t h e  system without the  
overhead of even more redundancy. Such systems 
e x h i b i t  behavior t h a t  involves both slow and f a s t  
processes .  When these  systems a r e  modeled 
s t o c h a s t i c a l l y ,  some s t a t e  t r a n s i t i o n s  a r e  many 
orders  of magnitude f a s t e r  than o thers .  The 
slower t r a n s i t i o n s  correspond t o  f a u l t  a r r i v a l s  i n  
t h e  system. I f  t h e  s t a t e s  of the  system a r e  
de l inea ted  proper ly ,  then t h e  slow t r a n s i t i o n s  can 
be obtained from f i e l d  da ta  and/or by using t h e  
MIL-STD-217D Handbook c a l c u l a t i o n .  These 
t r a n s i t i o n s  a r e  assumed t o  be d i s t r i b u t e d  exponen- 
t i a l l y .  ( E l e c t r o n i c  component f a i l u r e  is known t o  
fol low t h e  exponential  d i s t r i b u t i o n  very c l o s e l y  
a f t e r  the  i n f a n t  m o r t a l i t y  region has passed) .  
The f a s t e r  t r a n s i t i o n  r a t e s  correspond t o  the  
system response t o  f a u l t  a r r i v a l s  and can be 
measured experimental ly  using f a u l t  i n j e c t i o n .  
(Experiments made by t h e  Charles S ta rk  Draper 
Laboratory, Inc . ,  on the Faul t-Tolerant  
Multiprocessor (FTMP), computer a r c h i t e c t u r e  have 
demonstrated t h a t  these  t r a n s i t i o n s  a r e  not 
exponent ia l ) .  

A semi-Markov model of a  t r i a d  of processors  
with one spare  i s  given i n  f i g u r e  1 .  The ou tpu ts  
of the  processors  i n  the  t r i a d  a r e  voted i n  o rder  
t o  mask f a u l t s .  ( I n  t h i s  model i t  is assumed t h a t  
the  spares  do no t  f a i l  while i n a c t i v e . )  

Fig. 1 Model of a t r i a d  with one spare .  

The hor izon ta l  t r a n s i t i o n s  represen t  f a u l t  
a r r i v a l s .  These occur with exponential  r a t e  A .  
The c o e f f i c i e n t s  of A r epresen t  t h e  number of 
processors  i n  the  conf igura t ion  t h a t  can f a i l .  
The v e r t i c a l  t r a n s i t i o n s  represen t  recovery from a 
f a u l t .  A recovery t r a n s i t i o n  t y p i c a l l y  is not 
exponential ly  d i s t r i b u t e d  and, consequently is 
described by some general  d i s t r i b u t i o n  F ( t ) .  
Since t h e  system uses three-way vot ing f o r  f a u l t  
masking, t h e r e  is a " racew between t h e  occurrence 
of a  second f a u l t  and t h e  removal of the  f i r s t .  - I f  t h e  second f a u l t  wins the  r a c e ,  then system 
f a i l u r e  occurs .  

Example SURE Session 

input  language is by example. The input  t o  t h e  
SURE program f o r  t h e  above model is: 

LAMBDA = 1E-4; 
MU = 2.7E-4; 
SIGMA = 1.3E-3; 

1 , 2  = 3*LAMBDA; 
2,3 = 2"LAMBDA; 
2 ,4  = <MU,SIGMA>; 
4,5 = 3"LAMBDA; 
5.6 = 2'LAMBDA; 
5 ,7  = <MU,SIGMA>; 
7.8 = LAMBDA; 

The f i r s t  t h r e e  s ta tements  equate  va lues  t o  iden- 
t i f i e r s .  The f i r s t  i d e n t i f i e r  LAMBDA r e p r e s e n t s  
t h e  processor  f a i l u r e  r a t e .  The next  two iden- 
t i f i e r s  MU and SIGMA a r e  the  mean and s tandard  
dev ia t ion  of t h e  recovery time. Conveniently, 
t h e  only information SURE needs about non-expo- 
n e n t i a l  recovery processes  a r e  t h e  means and 
s tandard  dev ia t ions .  The f i n a l  seven s ta tements  
def ine  t h e  t r a n s i t i o n s  of t h e  model. I f  t h e  
t r a n s i t i o n  is a slow f a u l t  a r r i v a l  process  then 
only t h e  exponential  r a t e  must be provided. For 
example, t h e  l a s t  s ta tement  def ines  a  t r a n s i t i o n  
from s t a t e  7 t o  s t a t e  8 with r a t e  LAMBDA ( o r  

1  x lo-'/ hour ) .  I f  t h e  t r a n s i t i o n  is a f a s t  
recovery process  then t h e  mean and s tandard 
dev ia t ion  of t h e  recovery time must be given. For 
example, t h e  s tatement  2,4 = <MU,SIGMA> above 
d e f i n e s  a  t r a n s i t i o n  from s t a t e  2 t o  s t a t e  4 with 
mean recovery time MU and s tandard dev ia t ion  
SIGMA. 

The fol lowing is an i l l u s t r a t i v e  i n t e r a c t i v e  
s e s s i o n  using SURE t o  process  t h e  above model. 
The above model d e s c r i p t i o n  has been s t o r e d  i n  a  
f i l e  named TRIADPl. The user  input  is underl ined.  

SURE V4.1 NASA Langley Research Center 

I ?  READ TRIADPl*; 

2: LAMBDA = 1E-6 TO* 1E-2 BY 10; 
3: MU = 2.7E-4; 
4: SIGMA = 1.3E-3; 
5: 1 , 2  = 3*LAMBDA; 
6: 2 ,3  = 2*LAMBDA; 
7: 2,4 = <MU,SIGMA>; 
8: 4,5 = 3"LAMBDA; 
9: 5.6 = 2*LAMBDA; 

10: 5 , 7  = <MU,SIGMA>; 
1 1 :  7 , 8  = LAMBDA; 
12: TIME = 10; 

1 3? RUN; 

LAMBDA LOWERBOUND UPPERBOUND 
----------- ----------- ----------- 
1.00000E-06 1.12127E-14 1.77002E-14 
1.00000E-05 2.440358-1 2 3.12024E-12 
1.00000E-04 1.56084E-09 1.66224E-09 
1.00000E-03 1.45010E-06 1.51644E-06 
1.00000E-02 1.21 1 1  6E-03 1.50186E-03 

3 PATH(S) PROCESSED 
0.130 SECS. CPU TIME U T I L I Z E D  

Probably, t h e  e a s i e s t  way t o  l e a r n  the  SURE 15? PLOT XYLOG 



16? E X I T .  

The f i r s t  s ta tement  uses  t h e  R E A D  command t o  input  
t h e  model d e s c r i p t i o n  f i l e .  I t  should be noted 
t h a t  LAMBDA is defined a s  a  v a r i a b l e  over a  range 
of values i n  t h i s  f i l e .  This d i r e c t s  t h e  SURE 
program t o  au tomat ica l ly  perform a  s e n s i t i v i t y  
a n a l y s i s  a s  a  func t ion  of t h i s  parameter over t h e  
s p e c i f i e d  range. Statement 12 def ines  t h e  mission 
time t o  be 10 hours. Figure 2  shows t h e  model a s  
displayed on the  graphics  device a f t e r  the  input  
f i l e  is processed. The SURE program d i s p l a y s  a l l  
greek-word i d e n t i f i e r s  (e .g .  SIGMA) a s  a  s i n g l e  
greek charac te r  t o  make t h e  d i sp lay  more readable.  
Statement 15 d i r e c t s  t h e  program t o  p l o t  the  
output  on t h e  graphics  device. Figure 3  shows t h e  
graph generated by t h i s  command. The XYLOG 
keyword i n d i c a t e s  t h a t  the  X-axis and Y-axis 
should be logari thmic.  

Fig.  2 SURE'S graphica l  d i sp lay  of model. 

 ID-^ 
I) - .- 
Kl 

L L  

r, 
0 

10-8 
t' .- - .- 
n 
n 
0 
L 1@-12 
a 

Fig.  3  SURE program's p l o t  of output .  

When spec i fy ing  a  t r a n s i t i o n ,  a  parameter may 
be defined using a r b i t r a r y  expressions of t h e  
cons tan ts  and the  v a r i a b l e .  The s tandard  

opera tors  +, -, *, /, ** and t h e  s tandard 
func t ions  EXP(X), LN(X) , SIN(X), COS(X), e t c .  
may be used. Both ( ) and [ 1 may be used f o r  
grouping i n  t h e  expressions.  The fol lowing a r e  
permiss ib le  SURE statements:  

ALPHA = 1E-4; LAMBDA = 2E-4; 
E3A = 1  .2*EXP (-3*ALPHA ) ; 
1 , 2  = 7*ALPHA + 1 2*E3A; 
2 , 3  = ALPHA*(l+LAMBDA) + ALPHA**2; 
3,7 = 2*LAMBDA + ( 1 /ALPHA )* [LAMBDA +( 1  /ALPHA) 1 ; 

The time requi red  t o  analyze a  l a r g e  model can 
o f t e n  be g r e a t l y  reduced by model pruning. I t  is 
e s s e n t i a l  t h a t  t h i s  be done c a r e f u l l y  i n  order  t o  
maintain accuracy. The SURE user  s p e c i f i e s  t h e  
depth of pruning d e s i r e d  using t h e  PRUNE cons tan t .  
A path is t raversed  by t h e  SURE program u n t i l  t h e  
p r o b a b i l i t y  of reaching the  c u r r e n t  po in t  on t h e  
path f a l l s  below t h e  pruning l e v e l .  C lear ly ,  t h e  
p r o b a b i l i t y  of reaching a  dea th  s t a t e  by cont in-  
uing along t h i s  pruned path must be l e s s  than t h e  
pruning l e v e l .  The e r r o r  r e s u l t i n g  from t h i s  
pruning method is t h e r e f o r e  l e s s  than t h e  product 
of t h e  number of paths pruned (NPP) and t h e  value 
of t h e  PRUNE cons tan t .  The SURE program w i l l  warn 
t h e  user  i f  t h i s  product is g r e a t  enough t o  l e a d  
t o  l e s s  than a  user-specif ied number of d i g i t s  
accuracy. Typica l ly ,  the  accuracy is f a r  g r e a t e r  
than is guaranteed by t h i s  t e s t .  

Mathematical Basis  

The SURE program is based on a  new theorem 
which provides bounds on the  p r o b a b i l i t y  of 
e n t e r i n g  a  death s t a t e  within a  s p e c i f i e d  time. 
This  theorem must be appl ied t o  every path i n  a 
semi-Markov model from t h e  s t a r t  s t a t e  t o  t h e  
dea th  s t a t e s .  By summing the  u n r e l i a b i l i t y  due t o  
each pa th ,  t o t a l  system u n r e l i a b i l i t y  can be 
c a l c u l a t e d .  

Path-step C l a s s i f i c a t i o n  

Once a  p a r t i c u l a r  path has been i s o l a t e d  f o r  
a n a l y s i s ,  each s t a t e  along t h e  pa th  must f i r s t  be 
c l a s s i f i e d  i n t o  one of t h r e e  c l a s s e s .  These 
c l a s s e s  a r e  d i s t inguished  by t h e  type of t r a n s i -  
t i o n s  l eav ing  t h e  s t a t e .  A s t a t e  and t h e  t r a n s i -  
t i o n s  l eav ing  i t  w i l l  be r e f e r r e d  t o  a s  a  "path 
s tep ."  The t r a n s i t i o n  on t h e  path c u r r e n t l y  being 
analyzed w i l l  be r e f e r r e d  t o  a s  the  "on-path 
t r a n s i t i o n . "  The remaining t r a n s i t i o n s  w i l l  be 
r e f e r r e d  t o  a s  the  "off-path t r a n s i t i o n s . "  The 
c l a s s i f i c a t i o n  is made on t h e  b a s i s  of whether t h e  
on-path and off-path t r a n s i t i o n s  a r e  slow (and 
hence a l s o  exponent ia l )  o r  f a s t .  I f  t h e r e  a r e  no 
off-path t r a n s i t i o n s ,  the  path s t e p  i s  c l a s s i f i e d  
a s  i f  i t  contained a  slow off-path t r a n s i t i o n .  
The c l a s s e s  of path s t e p s  along with the  in for -  
mation requi red  by t h e  SURE program fo l lows:  

Class  1 :  slow on-path, slow off-path.  - A l l  t r an-  
s i t i o n s  from a  s t a t e  i n  t h i s  c l a s s  a r e  slow 
(exponent ia l ) .  

t h e  r a t e  of the  on-path exponential  
t r a n s i t i o n  leaving s t a t e  i .  

t h e  sum of t h e  off-path exponential  
t r a n s i t i o n  r a t e s  l eav ing  s t a t e  i .  



Class 2: fast on-path, arbitrary off-path. 
This class includes all states where the on-path 
transition is fast. There may be an arbitrary 
number of slow or fast off-path transitions. 

E .  = the sum of the off-path exponential 
1 transition rates leaving state i 

= The distribution of time for a fast 
Fi'k transition from state i to state k 

P ( F ~ , ~ )  = the probability that the fast 
transition from state i to state 
k succeeds over the other fast 
transitions from state i. (If the 
competing fast recovery transitions 
were observed experimentally, this 
parameter would correspond to the 
fraction of time that transition i 
--> k is successful) 

) = the conditional mean transition time 
V(Fi*k from state i to state k given 

that this transition is successful 

02(Filk) = the conditional variance of the 
transition time from state i to 
state k given that this tran- 
sition is successful 

Class 3: slow on-path, fast off-path. - This 
class includes path steps where the on-path 
transition is slow but at least one off-path 
transition is fast 

a = the slow on-path transition rate from 
j state j 

0 .  = the sum of the slow off-path transition 
rates from state j 

p(G. ) = the probability that the fast 
J * k  transition from state j to state 

k succeeds over the other fast 
wodeQmwmneQ Konj Qwdwa j 

G .  ) = the conditional mean transition time 
J'k from state j to state k given 

that this transition is successful 

u2(Gj,*) = the conditional variance of the 
transition time from state j to 
state k given that this tran- 
sition is successful 

It should be noted that the parameters 
2 

pFi,*). P(F. 1 ,  o (P. 1 ,  p(Gj,*), u(G 1 ,  and 
l,k l,k Jsk 

o (Gj ,k) are defined independently of the com- 

peting slow exponential transitions. This was 
done so that experimental measurement of these 
parameters could be independent of the actual 

nential transitions. 

The Semi-Markov Bounding Theorem 

Preliminary Notation - For convenience, when 
referring to a specific path in the model, an on- 
path recovery distribution will be indicated by 
using only one subscript indicating the source 
state. For example, if the transition with dis- 
tribution F is the on-path transition, then 

j ,k 
it can be referred to as F .: 

J 

F . = the kth recovery transition from state 
Jtk 

F .  = the on-path recovery transition from 
state j 

The theorem is also expressed in terms of the mean 
and variance of the l'recovery holding time" 
defined below: 

Theorem. The probability D(T) of entering a 
particular death state within the mission time T, 
following a path with k class 1 path steps, m 
class 2 path steps, and n class 3 path steps, is 
bounded as follows: 

where 

and 

failure rates of the hardware being tested. E(T) = the probability of traversing a path 
Consequently, the sum of the fast off-path consisting of the k class 1 path 
transition probabilities at each state is 1. In steps within time T. 
particular, if there is only one recovery tran- 
sition from a state, the transition probability is - 1 and the conditional mean is equivalent to the 
unconditional mean recovery time. Although, the for all ri > 0 and s. > 0 such that A < T. 

J 
recovery time distributions are specified without 
consideration of the competing slow exponential The SURE program uses the following values of r. transitions, the bounding theorem gives bounds and s.: 
that are correct in the presence of such expo- J 



Two simple a l g e b r a i c  approximations f o r  E(T) 
were given by White - one t h a t  overest imates  and 
one t h a t  underest imates;  r e s p e c t i v e l y :  

Both EU(T) and Ee(T) a r e  c l o s e  t o  E ( T )  a s  

long a s  T 1 ( h i  + y i )  is  small .  Opt iona l ly ,  the  

SURE user  may spec i fy  t h a t  a  matr ix exponential  
so lver  be used t o  c a l c u l a t e  E(T) and E(T - A ) .  
This  is necessary f o r  long mission t imes where 
these  a l g e b r a i c  bounds s e p a r a t e  s i g n i f i c a n t l y .  

An a l t e r n a t e  formulat ion of t h e  bounding theorem 
i n  terms of means and p e r c e n t i l e s  has been 
developed. ' The SURE program a l s o  implements 
these  bounds but  the  d e t a i l s  w i l l  no t  be presented 
i n  t h i s  paper. 

Trans ien t  and I n t e r m i t t e n t  Fau l t  Models. 

The mathematical theorem on which SURE is 
based does not d i r e c t l y  apply t o  models t h a t  a r e  
not pure death processes .  The problem with non- 
pure death process  models is t h a t  t h e  c i r c u i t s  i n  
the  graph s t r u c t u r e  of the  model l ead  t o  an 
i n f i n i t e  sequence of pa ths  of increas ing  leng th .  
However, the  longer  t h e  pa th ,  the  l e s s  s i g n i f i c a n t  
is its cont r ibu t ion  t o  t h e  p r o b a b i l i t y  of e n t e r i n g  
a  death s t a t e .  The SURE program au tomat ica l ly  
unfolds a  c i r c u i t  i n t o  a  sequence of paths.  The 
t runca t ion  point  is user - spec i f iab le  v i a  t h e  
TRUNC command. I f  TRUNC = 4  then t h e  sequence 
of pa ths  is terminated a f t e r  unfolding t h e  loop 
four  t imes.  I t  is recommended t h a t  t h e  user  t r y  
s e v e r a l  values of TRUNC u n t i l  convergence is 
c e r t a i n .  Convergence t y p i c a l l y  occurs  i n  
t r a n s i e n t  f a u l t  models a f t e r  unfolding a  c i r c u i t  
two o r  t h r e e  times. 

Models of systems sub jec t  t o  i n t e r m i t t e n t  
f a u l t s  a l s o  contain c i r c u i t s  and t h u s ,  l i k e  
t r a n s i e n t  f a u l t s ,  l e a d  t o  a  i n f i n i t e  sequence of 
paths.  Computationally, however, t h e  problem is 
d i f f e r e n t .  Since the  c i r c u i t  i n  an i n t e r m i t t e n t  
model con ta ins  only f a s t  t r a n s i t i o n s ,  the  r a t e  of 
convergence can be very slow. I n  f a c t ,  the  t run-  
c a t i o n  point  t y p i c a l l y  cannot be s e t  t o  l e s s  than 
100 unfoldings.  

An a l t e r n a t i v e  approach is recommended when 
convergence is slow. Suppose the  i n t e r m i t t e n t  
f a u l t  o s c i l l a t e s  between the  benign and a c t i v e  
s t a t e s  with r a t e s  a and 0 respec t ive ly .  I f  t h e  
system's  uncondit ional  recovery r a t e  is 6 ,  then 
i t  can be shown t h a t  t h e  condi t iona l  mean p and 

variance o2 of t h e  recovery time a r e  

Using t h e s e  formulas,  t h e  a 0 loop does not  have 
t o  be e x p l i c i t l y  en te red  i n t o  t h e  model. I f  the  
recovery t r a n s i t i o n  is defined using t h e  above 
mean and var iance ,  t h e  e f f e c t  of t h e  i n t e r m i t t e n t  
is i m p l i c i t l y  included. 

SURE Sess ion  Using Mult iple  Run P l o t t i n g  

I n  t h i s  s e c t i o n  an example SURE s e s s i o n  is  pre- 
s e n t e d ,  where a  degradable quadruplex system 
subjec t  t o  t r a n s i e n t  f a u l t s  is analyzed. The 
a r r i v a l  r a t e  of t h e  t r a n s i e n t  f a u l t s ,  LAMBDA-T, is 
10 t imes t h e  a r r i v a l  r a t e  of permanent f a u l t s ,  
LAMBDA P. The t r a n s i e n t s  a r e  assumed t o  disappear  
with exponential  r a t e  BETA. For s i m p l i c i t y ,  t h e  
l a t e n c y  of a  t r a n s i e n t  f a u l t  is assumed t o  be 
zero.  The opera t ing  system wai t s  OMEGA u n i t s  of 
time before  reconf igur ing  a  f a u l t y  processor .  I f  
t h e  f a u l t  d i sappears  p r i o r  t o  t h i s  time, i t  is 
assumed t o  be t r a n s i e n t  and t h e  processor  is not 
removed. The mean and s tandard  dev ia t ion  of t h e  
recovery time i n  t h e  presence of a  permanent f a u l t  
is assumed t o  be OMEGA. The variance i n  t h i s  
recovery time comes from permanent f a u l t  l a tency .  
The SURE s e s s i o n  fol lows:  

SURE V4.1 NASA Langley Research Center 

PLOTINIT BETA 
READ QUAD* 

LAMBDA-P = 1E-4; 
LAMBDA-T = 10wLAMBDA-P; 
INPUT BETA; 
BETA? !E5 
OMEGA = 2E-5 TO* 2E-2; 
PROBTREC = EXP(-BETAYOMEGA) ; 

1 , 2  = bYLAMBDA-P; 
2 , 3  = 3*LAMBDA P; 
1 ,4  - ~ ~ L A M B D A ~ T ;  
4 , l  - FAST BETA; 
2,5 = <OMEGA, OMEGA>; 
4,5 - < OMEGA, 0.0, PROBTREC >; 
4,8 = 3*LAMBDA-T + 3*LAMBDA-P; 
5.6 = 3*LAMBDA-P; 
6 , 7  = 2"LAMBDA-P + 2*LAMBDA-T; 
6,10 = <OMEGA, OMEGA>; 
5 ,9  = 3*LAMBDA-T; 
9 , 5  = FAST BETA; 
9,10 = < OMEGA, 0.0, PROBTREC >; 
10, l  1 = LAMBDA-P + LAMBDA-T; 
9,12 = 2'LAMBDA-T + 2*LAMBDA - P; 
START = 1 ; 
TIME = 10; 
POINTS = 25; 
TRUNC=2; 

LIST = 0  
RUN - 
PLOT+ XYLOG 
ECHO=O; 
READ QUAD 



BETA? 1E6 

55? RUN 
56? PLOT+ XYLOG 
57? EXIT 

The f i r s t  s ta tement  i n i t i a l i z e s  t h e  SURE program 
f o r  mul t ip le  run p l o t t i n g .  The next command 
i n i t i a t e s  a  read  of a  f i l e  named QUAD containing 
the  r e l i a b i l i t y  model. The INPUT statement  i n  t h e  
f i l e  causes t h e  SURE program t o  prompt f o r  the  
value of BETA when t h e  f i l e  is read.  The model is 
displayed on t h e  graphics  terminal  a s  t h e  f i l e  is 
read ( s e e  Fig. 4). The TRUNC=2 command ( l i n e  2 7 )  
s p e c i f i e s  t h a t  t h e  loops  i n  t h e  model be unfolded 
two t imes.  The ou tpu t  of the  R U N  command is sup- 
pressed v i a  t h e  LIST=O command ( l i n e  28) .  The 
upper and lower bounds a r e  p l o t t e d  v i a  t h e  PLOT+ 
XYLOG command (See Fig. 5 ) .  

A t  s ta tement  32, t h e  f i l e  is re-read and another  
va lue  f o r  BETA is s p e c i f i e d .  S ince  p r i o r  t o  t h i s  
command ( l i n e  31)  ECHO=O is s p e c i f i e d  t h e  con ten ts  
of t h e  f i l e  a r e  not echoed back t o  t h e  t e rmina l .  
Af te r  t h e  RUN command, both s e t s  of run d a t a  a r e  
p l o t t e d  on t h e  graphics  device s imultaneously ( s e e  
Fig. 6 ) .  The p l o t  r e v e a l s  the  e f f e c t  of d i f f e r e n t  
values of OMEGA ( t h e  time t h e  opera t ing  system 
wai t s  t o  s e e  i f  a  f a u l t  i s  t r a n s i e n t )  and BETA 
( t h e  r a t e  of disappearance of a  t r a n s i e n t  f a u l t )  
on t h e  p r o b a b i l i t y  of system f a i l u r e .  A s  
expected,  i f  OMEGA is too smal l ,  then system 
r e l i a b i l i t y  decreases because the  system incor- 
r e c t l y  reconf igures  processors  with t r a n s i e n t  
f a u l t s  too  o f t e n .  I f  OMEGA is t o o  l a r g e ,  system 
r e 1  i a b i l i  t y  decreases  because t h e  system does not  
reconf igure  permanent f a u l t s  f a s t  enough. The 
optimal po in t  can be seen  t o  be s t r o n g l y  dependent 
on BETA. By examining a  model i n  t h i s  manner, t h e  
SURE program can be used t o  opt imally s e l e c t  the  
design parameters of a  system. 

Fig 4 .  Model d i s p l a y  of a  quad s u b j e c t  t o  
t r a n s i e n t  and permanent f a i l u r e .  

Fig. 5  P l o t  of system f a i l u r e  p r o b a b i l i t y  
a s  a  func t ion  of OMEGA. 

BETR 

.1E*05  . lE.06 

Fig .  6  P l o t  of system f a i l u r e  p r o b a b i l i t y  
f o r  two va lues  of BETA. 

Concluding Remarks 

The SURE program is a  f l e x i b l e ,  use r - f r iend ly ,  
i n t e r a c t i v e  d e s i g n h a l i d a t i o n  t o o l .  The program 
provides a  rap id  computational c a p a b i l i t y  f o r  
semi-Markov models usefu l  i n  descr ib ing  the  f a u l t -  
handling behavior of f a u l t - t o l e r a n t  computer 
systems. The only modeling r e s t r i c t i o n  imposed by 
t h e  program is t h a t  general  recovery t r a n s i t i o n s  
must be f a s t  i n  comparison t o  t h e  mission time. 
For systems with recovery times g r e a t e r  than t h e  
mission t ime,  t h e  bounds a r e  s t i l l  c o r r e c t ,  but 
they a r e  not c l o s e  toge ther .  The SURE r e l i a b i l i t y  
a n a l y s i s  method u t i l i z e s  a  f a s t  approximation 
theory developed by Allan L .  White of PRC Kentron, 
I n c . ,  and l a t e r  general ized by Larry D .  Lee of t h e  
Langley Research Center and White. This  approx- 
imation theory enables  t h e  c a l c u l a t i o n  of upper 
and lower bounds on system r e l i a b i l i t y .  These 
upper and lower bounds a r e  t y p i c a l l y  wi th in  about 
5 percent  of each o ther .  Since t h e  computation 



method is  extremely f a s t ,  l a r g e  s t a t e  s p a c e  models 
can be  analyzed.  

Although t h e  approximat ion theory  does  n o t  
e x p l i c i t l y  d e a l  w i th  models t h a t  a r e  n o t  p u r e  
dea th  p r o c e s s e s ,  t h e  SURE program u t i l i z e s  s imple  
p a t h  t r u n c a t i o n  s t r a t e g i e s  t o  e n a b l e  t h e  a n a l y s i s  
of  such models. Consequent ly ,  t r a n s i e n t  and 
i n t e r m i t t e n t  behav io r  of  f a u l t - t o l e r a n t  computer 
sys t ems  can be i n v e s t i g a t e d  w i t h  t h e  SURE program. 
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