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Participants from the industry, academia, and the government

Apply formal methods to the AFRLs UAV mission planning software UxAS

Requirement formalization ® Formal architecture description ¢ Methods for proving correct
and safe behavior e Cyber-security considerations ¢ Real-time scheduling/enforcement e
Automated test generation ® Argumentation and assurance cases ® Run-time assurance

Hybrid systems analysis ® Improvements in mission and task planning
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1. UxAS and AMASE



From Mission Scenarios to Simulation
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https://github.com/cmcghan/OpenUxAS
https://github.com/cmcghan/OpenAMASE
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Tasks
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Assignment
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Synchronized Firefight

UAV 500
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https://youtu.be/rgerTBylMsc

S][U Southern Illinois
University [ASU - SIU — VU] [ADHS2018]
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Testing UXAS: Keep Out Zone Violations
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2. Robustness-Guided Testing



Methods and Tools
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Falsification By Optimization

System 2
Xg€ Xy

y=A(Xl) °

Robustness Metric
€ € RU {00}

Stochastic
Optimizer

|

Minimum Robustness
after termination
condition met

positive robustness — signal satisfies the formula

negative robustness — signal falsifies the formula

[Fainekos and Pappas, TCS]
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[Abbas et al. TECS]




Metric Temporal Logic

Model
* Propositional logic + Temporal Operators
with timing intervals Simulink/Stateflow
* Interpreted over traces/trajectories User-defined functions
* Ex. G[O,S]p N F[24]b .
“always from 0to 5, p is true and
eventually from 2 to 4, b is true”
S-TALIRO
Stochastic Optimization Engine Features
Simulated Annealing Falsification
Cross Entropy Parameter Mining
Ant-colony Requirement Engineering with ViSpec
Gradient Descent Runtime Verification
Flexible initial condition and input signal Conformance Testing

generation



3. Testing UXAS



Keep Out Zones
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Autonomy Monitors

UxAS

Route Planner

Automation Request %
Autonomy Monitor

Vehicle Abstract

Line Search Area Search
| | )
UAV Tasks oy [ pn UAV Tasks
Area Search Task Assigned Task Dependent Completed

Notion of Robustness
Autonomy Monitor
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Testing UxAS with S-TaLiRo

n
Keep Out Zones: O, = /\ G(1r; = Fio,101771)
i=1
k
Autonomy Monitors: = /\Mk
i=1
Specification ¢: O =0¢;, Ny
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Stochastic Optimization

" Scenario/Task

Autonomy Temporal
Specifications

Monitoring Logic
Simulator Service Properties
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Global
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Result: Falsification

Map Display 7 nf*

A

UAV 400 (400)

A

UAV 500 (500)

S][U Southern Illinois httDS Z//VO utu. be/tVBQqurC Ec
University
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Vehicle Status q""

Altitude 1000 M ( 3281
Speed 22 MPS (43 KT
Heading 341

Vert Speed 0 MPS ( 0 FPM)
Nav Mode Waypoint

Altitude 1000 M (3281
Speed 22 MPS (43 KT
Heading 338

Vert Speed 0 MPS ( 0 FPM)
Nav Mode Waypoint




Future Work

1. Parameter Mining of MTL Specs [Hoxha et al. STTT]

What is the value of 6?

n
bz = /\G(Ti - F[o,e]—lri)
i=1

t= 0.00 sec Waiting
h = 3500.00 ft V = 540.00 ft/s
o= 2.12deg B= 0.00deg
N,= 0.17g p,= 0.00deg/s

2. More complex vehicle dynamics
Ex: F16 Aircraft Model
[Bak and Heidlauf]
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SI[U Southern Illinois github.com/pheidlauf/AeroBenchVV
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Thank You
Questions?

MTL Survey
Test hypothesis that formal methods experts can write correct MTL specifications from NL

www.bit.ly/2HKsMQK




