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between PA and NA. One practical approach for combining these domains is to combine results of
the analyses [7], e.g., by using light-weight data-flow analyses, such as alias analysis and constant
propagation, to simplify a program prior to applying predicate abstraction. Thus, the invariants
discovered by one analysis are assumed by the other. Another approach is to run the analyses
over different abstract domains in parallel within a single analysis framework, using the abstract
transfer functions of each domain as is [5, 2]. The analyses may influence each other, but only
through conditionals of the program.

The contribution of our work is in adapting, extending, and evaluating existing work on com-
bining propositional and arithmetic reasoning to the needs of software model-checking. We have
implemented a general framework for reachability analysis of C programs on top of our four data
structures. Our experiments on non-trivial examples show that our proposed combination of PA
and NA is more powerful and more efficient than either technique alone. Finally, by coupling PA
and NA tightly, our approach opens up new research directions toward automated abstraction
refinement techniques that are more efficient that existing solutions.

Name Value Example Num.
NEXPoint 22" x N (pVag)A(0<z<5) EXP
NEX 2P N (pAO<x<3)V(gA1l<x<H) EXP
MTNDD 2P N (pA0<z<3)V(gAl<x<5) SYM
NDD 2P 2N (pA(z=0va=3)V(gA(zx=1Vz=5))) SYM

Table 1. Summary of implementations of NUMPREDDOM; P = predicates; N = numerical
abstract values; Value = type of an abstract element; Example = example of allowed abstract
value; Num = numeric part representation (explicit or symbolic).
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Reuse versus Reinvention: How Will Formal Methods Deal with
Composable Systems?

Mary Ann Malloy, Ph.D.

The MITRE Corporation, Hampton, Virginia 23666, USA
mmalloy@mitre.org

Extended Abstract

Traditional software development techniques have emphasized programming in terms of pro-
cedures and abstract data types using simple module interconnections. That paradigm supported
formal reasoning about and analysis of (sequential) programs made up of primitive constituents,
and provided the basis for tools and environments for system design, development and testing.

But system implementations increasingly are centered around building an appropriate workflow
as part of a multi-faceted orchestration, as opposed to configuring or customizing self-contained
software modules. Thus contemporary development approaches focus on automated solutions
built from more sophisticated components described using interface specifications and from con-
nectors described via protocol specifications. Researchers are seeking ways to express high-level
abstractions for and special properties of these so-called composable systems / applications (a.k.a.
composite systems / applications). Such formalisms are needed as a basis for the kinds of tools
and environments that will provide a lateral arabesque for development and testing communities in
this slightly unsettling new world, where reuse and integration take precedence over reinvention.

Composable systems represent an emergent problem domain that poses special challenges to
verification and testing practitioners. Composability is a design principle dealing with the inter-
relationships of components. A composable system provides recombinant components that can be
selected and assembled in various ways to satisfy specific requirements; it is highly desirable that
little or no change is needed to the composable components for them to interoperate. Composable
applications represent the desired end state of a full-scale service-oriented architecture implemen-
tation. They are connected, process-based sets of independent services existing inside or outside
the enterprise (e.g., service providers, outsourced functions). They are applied to a set of require-
ments much like a custom software solution would be, except without the hard-coded integration
logic.

This talk will survey current efforts to establish models and principles for supporting the
composable system lifecycle in systematic — rather than ad hoc — ways, with a particular focus on
developments in the field of testing composable systems / applications. Relevant questions to be
addressed include: How are we coping when building a whole with parts that make incompatible
assumptions about their mutual interactions? What kinds of checking and analysis can we support?
What does reliability mean for a solution that will continuously evolve vice being developed, tested,
configured and launched? Pointers will be provided to educational materials as well as proof-of-
concept notations, models and tools available for further experimentation on the World Wide
Web.
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Composable solutions is the direction in which the U.S. Department of Defense, federal stake-
holders and commercial enterprises are evolving their information sharing and processing infras-
tructures. This talk will cite areas where progress is being made, as well as gaps where additional
research is recommendable. Such insights are needed to ensure the establishment of appropriate
performance criteria and mensuration techniques for applying formal methods, particularly for
verification and testing, to composable systems / applications.
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Automating System Assembly of Aerospace Systems*

Panagiotis Manolios

College of Computer and Information Science, Northeastern University, Boston, MA, 02115, USA
pete@ccs.neu.edu

http://www.ccs.neu.edu/home/pete

Abstract

One of the major challenges in modern aerospace designs is the integration and assembly of
independently developed components. We have formalized this as the system assembly problem:
from a sea of available components, which should be selected and how should they be connected,
integrated, and assembled so that the overall system requirements are satisfied in a certifiable way?
We present a powerful framework for automatically solving the system assembly problem directly
from system requirements by using formal verification technology. We also present a case study
where we applied our work to large-scale industrial examples from the Boeing Dreamliner.

* This research was funded in part by NASA and Boeing.
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Formal Verification of Gate-Level Computer Systems

Sergey Tverdyshev*, Andrey Shadrin*

Saarland University, Germany

{deru, shavez}@uwjpserver.cs.uni-sb.de

Extended Abstract

Modern computer systems are used in many safety-critical applications. In order to guarantee
an error-free behavior of such a system one often employs formal methods, e.g. model checking,
and theorem proving. However, most of the times formal methods are only applied to stand-alone
components or to abstract models. Thus, a pervasive correctness of computer systems, with all
their details, can not be guaranteed.

In the Verisoft project [1] we show that it is possible to build and to verify a computer system,
which consists of a hardware platform with devices, a compiler for a C-like language, a micro-
kernel, an operating system, and user applications. The goal is to verify these components and
to guarantee formally that they can be combined into one computer system stack. In this paper,
we present the verification of a complex gate-level computer system. This hardware is formally
verified against an assembly-level model, i.e. a model as seen by an assembly programmer.

The integrity of the results in the Verisoft project requires that all models are defined /verified in
one environment. Therefore, we have chosen Isabelle/HOL “work-horse”, which is an interactive
theorem prover for higher-order logic. To reduce the user work, we developed an environment
IHaVelt [2, 3]. It couples Isabelle/HOL with external tools, such as model checkers (NuMSV [4]
and SMV [5]) and SAT solvers. It also provides several reduction and abstraction techniques which
increase the application efficiency of the external tools. Thus, we develop and verify the hardware
in Isabelle/HOL and then automatically translate it into Verilog (via IHaVelt) and run it on an
FPGA.

The verified computer system consists of a VAMP processor [6] and a generic device model for
memory mapped devices.

The VAMP processor features the DLX instruction set, an out-of-order execution, precise
interrupts, a delayed branch, and support for virtual memory. We verified the gate-level processor
against a model as seen by an assembly programmer, i.e. a model which executes a complete
instruction with every step.

The device model on the gate level is modelled as an I/O automaton. It can contain arbitrary
devices which run in parallel and communicate with external environment, e.g. with a network.
This model is verified against a sequential device model where the devices progress one after
another.

The gate-level computer system is built by a parallel composition of the VAMP and the gate-
level device model, which communicate via a bus with a common clock. This system is verified

* The authors were supported by the German Federal Ministry of Education and Research (BMBF) in the
Verisoft project under grant 01 IS C38
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against an assembly model which executes with every transition either a device step or the processor
step, with or without device access. The correctness criterion states that every run of the gate-
level model can be simulated by a run of the assembly-level model. The criterion is proved via a
non-trivial combination of the proofs for the processor and the generic device model. The proof is
carried out interactively in Isabelle/HOL with the help of IHaVelt.

Finally, we instantiated the verified computer system, on the gate and assembly levels, with
an automotive bus controller. Thus, we built a verified electronic control unit for a distributed
automotive system [7]. This unit has been synthesised and run on a Xilink FPGA. The size of the
unit is 5,180,002 gates.

For the first time, we report on the formal verification of a gate-level computer system, which
consists of a non-trivial processor and devices. Our results outperform the outcomes for the
hardware platform of the famous CLI stack [8], where the verification of a small computer system
stack is attempted. Our approach also covers the gap between verification of the devices [9, 10,
11, 12] and the processors [13, 14, 15, 16, 17, 18] as stand-alone components.
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Proving Correctness for Pointer Programs
in a Verifying Compiler

Gregory Kulczycki, Amrinder Singh
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Extended Abstract

This research describes a component-based approach to proving the correctness of programs
involving pointer behavior. The approach supports modular reasoning and is designed to be used
within the larger context of a verifying compiler. The approach consists of two parts. When a
system component requires the direct manipulation of pointer operations in its implementation,
we implement it using a built-in component specifically designed to capture the functional and
performance behavior of pointers. When a system component requires pointer behavior via a
linked data structure, we ensure that the complexities of the pointer operations are encapsulated
within the data structure and are hidden to the client component. In this way, programs that rely
on pointers can be verified modularly, without requiring special rules for pointers.

The ultimate objective of a verifying compiler is to prove-with as little human intervention as
possible-that proposed program code is correct with respect to a full behavioral specification. Full
verification for software is especially important for an agency like NASA that is routinely involved
in the development of mission critical systems.

There are at least two fundamental problems in developing a verifying compiler that is scalable.
One of these is modularity. There is near universal agreement that to be scalable, the verification
system must be modular. In other words, it must be possible for the verifying compiler to take
just the specifications of components used by a piece of code and to establish that the proposed
implementation is correct with respect to its specification [1].

The other problem concerns the complexity of the assertions that are involved in the verification
process. A variety of techniques have been explored in the literature to mitigate this. Most recent
work involves ”lightweight” formal methods, meaning a focus on specification-independent or easy-
to-state ad hoc properties of an implementation. Such a system may be used, for example, to
establish the absence of null dereferences [2] or to demonstrate the absence of cycles in a pointer-
based data structure [3]. Lightweight methods offer two benefits: they relieve programmers from
the need to write full behavioral specifications and internal assertions such as loop invariants, and
they show that progress toward the goal of full verification can be incremental.

While the lightweight approach is necessary and useful in the immediate term, verifiers ulti-
mately need to get beyond the point of showing merely that blatant error conditions do not exist,
and to establish that programs actually achieve a full specification of desired behavior. A verifying
compiler eventually must be able to deal with nontrivial assertions such as those needed to prove
correctness of implementations that use pointers and references. Researchers who focus their at-
tention on pointer verification problems tend to fall into two categories. Those who extend prior
research in lightweight methods, and those who focusing on more general verification. Our work
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falls into the second category.

From experience, we know that full verification is especially difficult for programs that involve
pointers or references and linked data structures [4]. In some situations, pointers are unavoidable;
in others, verification can be simplified by using suitable abstractions. Regardless, a verifying
compiler should be able to handle both cases, preferably using the same set of rules. To enable
this, we use a two-part approach to full verification of typical pointer programs.

The first part is used when pointer behavior is necessary to satisfy performance requirements.
It replaces language-supplied pointers or references with a software component-which we typically
refer to as the pointer component-whose specification abstracts pointers and pointer-manipulation
operations [5]. The specification does not require any special techniques or constructs. The
pointer component has a specification that allows programmers and, importantly, the verification
system to view it as any other component. However, to achieve the same performance benefits of
pointers, the compiler cannot implement it the same way it implements other components. For
example, the call Relocate(p, q) assigns p to q’s location, effectively resulting in p and q being
aliases. Although the programmer can reason about the statement as a method call, the compiler
will implement it by copying a single reference. By using the pointer component, we can ensure
that the complications associated with indirection arise only from the specification of the pointer
component itself. They occur only where the required behavior of the program to be verified relies
on the need for indirection, rather than permeating all proofs of correctness.

We have used the pointer component in the verification of correctness for non-trivial algorithms
such as the Schorr-Waite graph-marking algorithm [6]. In the case of the Schorr-Waite algorithm,
we wrote the specification for it, implemented it with the pointer component, and showed that
the implementation was correct with respect to the specification. This process led us to propose
additional operations for the pointer component that simplified certain verification tasks. In par-
ticular, we can define and specify pointer component operations that do not create memory leaks.
Using these operations in place of traditional ones in the implementation can ease the burden on
the verification system.

The second part of our approach uses abstract specifications to encapsulate data structures,
such as lists and trees, whose implementations typically require pointer behavior. This limits the
pointer-associated verification complexity to the verification of the data structures themselves, and
simplifies the verification of components that use these data structures. Since the data structures
used in the second part of the approach often require pointer behavior, the pointer component
described in the first part of our approach can be used to implement them. Regardless of whether
we are verifying components implemented with the pointer component or component implemented
with linked data structures, their full verification can be handled similarly. There is neither a need
to focus on selected pointer properties, such as the absence of null references or cycles, nor a need
for special rules to handle pointers.

Primarily, the language we have used in this research is Resolve, which is a combined program-
ming and specification language designed to support modular verification [7]. It also supports full
alias-avoidance at the component level. Efforts are being made to incorporate the programming
aspects of our approach to other languages. For example, the Tako language is an object-oriented
language with Java-like syntax that employs a pointer component and avoids many common sources
of aliasing [8].
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Formal Modeling of Erroneous Human Behavior and its
Implications for Model Checking
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Extended Abstract

Modern, safety-critical systems are inherently complex as multiple interacting subsystems and
people (operators, maintenance crews, etc.) attempt to achieve multiple, often conflicting, goals.
While the majority of the sub-systems (including the humanmachine interfaces to control them)
are well engineered, system failures still occur: airplane crashes, air-traffic conflicts, power plant
failures, defense system false alarms, etc. [1]. Such failures are often due not to the breakdown of a
single component, but to a series of minor events that occur at separate times, ultimately leading
to dangerous outcomes. Further, more of the pre-cursor events that lead to such outcomes are the
result of human error (the error resulting from the interaction between human operators and the
system) rather than equipment or component failure [2].

Formal methods, and particularly model checking, have proven useful in detecting design errors
that produce system failure in computer hardware and software systems. A number of techniques
also exist for modeling human behavior using formal computational structure such as Goals, Op-
erators, Methods, and Selection rules (GOMS) [4], ConcurTaskTrees (CTT) [5], and the Operator
Function Model (OFM) [6]. In addition, efforts have also been made to classify human error based
on its formal characteristics. While there are a number of reasons why humans may perform an er-
roneous act (a sequence of activities that do not produce the intended result during human-system
interaction), there are very limited formal characteristics for the way that errors can manifest
themselves [2]. To address this, Hollnagel [7] classified human error based on a hierarchy of phe-
notypes, the formal characteristics of observable erroneous behavior. Hollnagel showed that all
human errors were composed of one or more of the following errors (all observable for a single act):
premature start of an action, delayed start of an action, premature finishing of an action, delayed
finishing of an action, omitting an action, skipping an action, reperforming a previously performed
action, repeating an action, and performing an unplanned action (an intrusion).

A variety of work has investigated the use of formal system and human behavior models in order
to predict and model human error (an overview can be found in [3]). However, the majority of
this work has focused on discovering mode confusion and automation surprise (preconditions for a
subset of human errors), or have relied on human factors experts to incorporate erroneous behavior
into human-behavior models. None of these methods have integrated model checking, human
behavior modeling, and human error phenotype classification to automatically model erroneous
behavior and use it to predict its contribution to system failure.

To address this, we are developing an extension of the model checking verification process [3]
(Fig. 1). This framework includes three automatic processes: human error prediction, translation,
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and model checking. The human error prediction process examines a normative human behavior
model and a human-system interface model in order to determine what erroneous human behavior
patterns are likely. It produces a modified version of the human behavior model with both the
normative and erroneous behavior. The translation process uses the system model and the modified
human behavior model and produces a single model that is readable by the model checker. The
model checking process verifies that the system properties from the specification are true in the
system model. If verification fails, the process will generate a counterexample showing how the
failure condition occurred. This framework has been instantiated using the SMART and SAL
modeling checking programs and used successfully with a simplified model of the Therac-25, a
piece of radiological medical equipment for which human error played an important role in a fatal
system failure (see [3]). The work discussed here focuses on the human error prediction process,
the erroneous human behavior model it produces, and its implication for model checking.

1 1
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Figure 1. Human error and system failure prediction framework

This work discusses a systematic means of modifying a normative human behavior model
specified in the OFM paradigm (decomposing higher level activities into atomic actions) in order
to incorporate the observable erroneous behavior identified by Hollnagel (all of which can be
constructed from errors at the atomic action level). Given the hierarchal nature of the OFMs and
Hollnagel s error phenotypes, this process can be done by replacing each of an OFM s atomic
actions with a set of erroneous acts that may occur at that action. Given that the framework
being employed in this work assumes a formal model of the human-computer interface and full
normative human behavior models, both can be used to determine which of Hollnagel s phenotypes
can manifest themselves at a particular action.

Human behavior models used with the proposed framework (Fig. 1) have two important
implications for model checking. First, given the nature of model checking, any system containing
human-system interaction that is evaluated via model checking will encompass a superset of human
behavior beyond what is likely. In this context, the erroneous behavior model can be viewed as a
filter for the system model as it limits the human behavior possibilities the model checker needs to
evaluate. Thus, we may be able to reduce the system model s state space during the translation
process in Fig. 1, potentially alleviating the state explosion problem. Second, the behavior models
can be used to explain how human error may have contributed to a system failure identified in a
counterexample. This is useful as it may suggest interface or other design changes that prevent
the error from occurring.
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A Framework for Stability Analysis of Control Systems Software
at the Source Code Level
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Abstract

In this paper, we show how to apply the Floyd-Hoare formalism to analyze C programs im-
plementing feedback control systems. In particular, we show that the well-known Lyapunov, non-
expansivity and passivity theories can not only be applied at the specification level but also carried
over to the implementation level. We demonstrate how some of those properties, such as bounded
input bounded state stability, can be embedded as pre- and post-conditions of each statement
in the source code and illustrate how to use this methodology in linear controllers, either sub-
ject to bounded input or to parametric uncertainties, and also in controllers with sector-bounded
non-linearities.

We also explain how an automatic static analyzer can propagate invariants and produce a
proof of stability at the source code level. This proof, basically in the form of a Matlab program,
could be independently validated. Therefore, proof generation and proof validation can be per-
formed independently and without the need to trust each other. Similarities and differences of our
framework with proof-carrying-code frameworks are also discussed.
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Mise en Scene: A Scenario-Based Medium Supporting Formal
Software Development

John Douglas Carter

Dept. of Computing & Information Science, University of Guelph, Ontario, Canada
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Extended Abstract

The design and engineering of reliable software systems present many technical and managerial
challenges. Software engineers come to the proverbial 'drawing board’ with a technical understand-
ing of how systems are created but often have difficulties interfacing with customers to accurately
elicit requirements and prioritize stakeholder needs. Project stakeholders are experts in the prob-
lem domain of the system under design; however, many times they cannot describe a satisfactory
software design ("I’ll know it when I see it...”) or may not be able to identify features lacking in a
preliminary design.

Scenarios bridge communication between engineers and project stakeholders. Scenarios de-
scribe the system in terms of steps its components perform to meet requirements. Scenario-based
approaches provide concrete ways for engineers and stakeholders to discuss and reason about the
system without premature commitment to a specific implementation. Scenarios are an excellent
starting point for describing intended behavior of a system being designed, and when formalized,
they can serve as the input to an automated software engineering approach, such as R2D2C,
discussed next.

The ”"Requirements to Design to Code” (R2D2C) project of NASA’s Software Engineering Lab-
oratory is based on inferring a formal, provably-correct specification expressed in Communicating
Sequential Processes (CSP) from system requirements supplied in the form of CSP traces. From
such a CSP specification, software can be automatically synthesized. R2D2C is a multiinstitution,
collaborative effort, including contributors from industry, NASA’s Goddard Space Flight Center
(GSFC), Virginia Tech and the University of Guelph.

Mise en Scene contains three components. First, a scenario medium designed to be amenable to
conversion to CSP traces, to be represented using Mise en Scene’s trace medium (Mise en Scene’s
second component). The trace medium is designed for conveyance to the inference stage of R2D2C.
The third component of Mise en Scene is a process for the automatic translation from scenarios
to traces.

I present a brief overview of the R2D2C project, the Mise en Scene scenario medium and recent
work toward the automatic translation of Mise en Scene scenarios to a CSP specification.
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On Limits

Gerard J. Holzmann

NASA/JPL Laboratory for Reliable Software, Pasadena, CA 91109, USA
Gerard.J.Holzmann@jpl.nasa.gov

Invited Talk

In the last 3 decades or so, the size of systems we have been able to verify formally with
automated tools has increased dramatically. At each point in this development, we encountered
a different set of limits — many of which we were eventually able to overcome. Today, we may
have reached some limits that may be much harder to conquer. The problem I will discuss is the
following: given a hypothetical machine with infinite memory that is seamlessly shared among
infinitely many CPUs (or CPU cores), what is the largest problem size that we could solve?

Proceedings of The Sixth NASA Langley Formal Methods Workshop 69



Bruno Dutertre: An Update on Yices, Proceedings of The Sixth NASA Langley Formal Methods Workshop, p.70-70

An Update on Yices

Bruno Dutertre

Computer Science Laboratory, SRI International,
333 Ravenswood Avenue, Menlo Park, CA 94025, USA
bruno@csl.sri.com

Extended Abstract

Recent breakthroughs in Boolean satisfiability solving have enabled new approaches to software
and hardware verification. Existing SAT solvers can handle problems with millions of clauses and
variables that are encountered in bounded model checking, test-case generation, and certain types
of planning problems. SAT solving has thus become a major tool in automated analysis of hardware
and other finite systems. Satisfiability modulo theories (SMT) generalizes SAT by adding equality
reasoning, arithmetic, and other useful first-order theories. An SMT solver is a tool for deciding
the satisfiability (or dually the validity) of formulas in these theories. SMT solvers enable bounded
model checking of infinite systems. They have applications in theorem proving, software verification
and other domains such as scheduling, temporal or metric planning, and test-case generation.

Yices is an SMT solver developed at SRI International. It is capable of handling large and
propositionally complex formulas in a rich combination of theories. Yices formulas can mix uninter-
preted functions, linear real and integer arithmetic, bit vectors, scalar and recursive data types, and
quantifiers. An important application of Yices is as a back-end solver for the SAL system. In this
role, Yices supports verification of finite or infinite state-transition systems using bounded-model
checking techniques. Yices is also integrated with the PVS interactive theorem prover, where is
complements the existing PVS decision procedures. Other application areas include static analysis
of software and software testing.

We give an overview of the architecture and algorithms employed by the new Yices 2 solver
planned to be released this year. We describe the logic supported by Yices 2, and the new func-
tionality Yices 2 provides through an improved API.

The core of Yices 2 is a modern Boolean satisfiability solver similar to state-of-the-art tools such
as MiniSat, with additional functionality to interact with different theory solvers. The second major
module implements a decision procedure for the theory of equality with uninterpreted symbols
with extensions for reasoning about tuples and other constructs. The other parts of Yices 2 are
specialized decision procedures for bit vectors and arithmetic, and a module that implements
quantifier instantiation. We present the major features of these different modules and describe
their interaction.

To address some limitations of the current Yices system, we have thoroughly redesigned
Yices 2’s API to facilitate its integration into other systems. We discuss several API enhance-
ments and simplifications, and we present the new features that we are currently developing.
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Distributing Formal Verification: The Evidential Tool Bus

Florent Kirchner

SRI International, Menlo Park, CA 94025, USA
florent.kirchner@sri.com

Extended Abstract

The rising diversity of verification tools—proof assistants, model checkers, satisfiability solvers,
predicate abstractors, to name a few—can be seen as both a testament to the health of formal
methods, and as an impediment to their widespread adoption. In particular, in such a rich ecosys-
tem, the process of making an enlightened choice about the best combination of tools for a given
verification task can, in itself, be fairly problematic. This choice bears even more weight consider-
ing that there is no guarantee that formal developments in a given system can be later ported to
other systems. Solutions to this problem often come as adhoc implementations: mainly, transla-
tors between proof assistants [9, 14, 15, 5], and integration of solvers, model-checkers, and decision
procedures into proof assistants [18, 8]. These approaches all have in common the fact that they
are at the same time fragile, because any change in the source or target implementation will break
the translation; and expensive to establish and maintain, since they require in-depth expertise of
the systems involved.

The novel concept of a formal tool bus takes a different approach towards composition and
interoperability, by relying on asynchronous message passing between standalone formal verification
tools. The tools behave as distributed agents that can either publish a formula they wish to see
proved, or answer such a request with some evidence attesting of their success. Agents register the
services they provide, as well as the syntax and semantics of their logical language, to a facilitator,
that takes care of the lower-level parts of the connection. Since 2007, work has started at SRI
International on a formal tool bus called Evidential Tool Bus (ETB) [17], basing it on the industrial-
strength distributed framework Open Agent Architecture [13], and starting with the connection of
the Yices sMT-solver [7], the SAL model-checking suite [2], and the PVS proof assistant [16].

Initial investigations about distributed interoperation structures have turned up a number of
questions, which in turn opened new research perspectives and contributions. First is the problem
of deciding logical compatibility between the components of the system. This is tackled using
a first-order metalogical framework and a paradigm that extends Avron’s work on consequence
relations [1]. However, the strong computational capabilities of solvers such as Yices are poorly
represented in this exclusively deductive setting: this leads us to investigate systems that allow the
combination of logical inferences and term rewriting steps, such as deduction modulo [6]. Second
is the problem of managing the coordination between distributed agents, a fundamental feature in
order to be able to guide non-trivial agent interactions. For instance, scenarios such as the counter-
example guided abstraction and refinement (CEGAR) loop [3] rely on a precise coordination between
predicate abstractors, model-checkers, and sAT-solvers. This takes us beyond current work on proof
languages [11, 12], which only provide sequencing control over proof development, and into the
realm of specialized architecture definition and coordination languages [10, 4].
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The ETB currently provides basic functionality for SAL-to-Yices communications, and its devel-
opment is progressing quickly. By combining formal verification tools in a distributed framework,
the formal tool bus architecture aims at facilitating the elaboration of powerful, flexible, and in-
teroperable tool chains. The logical and coordination aspects are at the heart of the design of the
tool bus, and we believe the choices that are being investigated and implemented will provide the
solid foundations required for the success of this project.
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Model Checking for the Practical Verificationist
A User’s Perspective on SAL*
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SRI's Symbolic Analysis Laboratory (SAL)! is bad news for interactive mechanical theorem
provers. SAL is so automated yet expressive that for many of the verification endeavors I might
have previously used a mechanical theorem prover, I would now use SAL. The purpose of this brief
report is to persuade you to do the same.

To convince the reader, I highlight SAL’s features that are especially useful or novel from a
practitioner’s perspective. With my coauthors, I have had the opportunity to use SAL in a number
of applied verifications [1, 2, 3, 5, 6, 7].2 These works draw from the domains of distributed systems,
fault-tolerant protocols, and asynchronous hardware protocols (the most notable omission is the
domain of software, although the techniques reported are not domain-specific).

Specifically, in this talk, I will cover using higher-order functions in model-checking, how to
use infinite-state bounded model checking (inf-bmc) to verify real-time systems, synchronous and
asynchronous composition for inf-bme, and integrating model checking in industrial projects.
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An Overview of Starfish:
A Table-Centric Tool for Interactive Synthesis*
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Extended Abstract

Engineering is an interactive process that requires intelligent interaction at many levels. My
thesis [1] advances an engineering discipline for high-level synthesis and architectural decomposition
that integrates perspicuous representation, designer interaction, and mathematical rigor. Starfish,
the software prototype for the design method, implements a table-centric transformation system
for reorganizing control-dominated system expressions into high-level architectures. Based on
the digital design derivation (DDD) system—a designer-guided synthesis technique that applies
correctness preserving transformations to synchronous data flow specifications expressed as co-
recursive stream equations—Starfish enhances user interaction and extends the reachable design
space by incorporating four innovations: behavior tables, serialization tables, data refinement, and
operator retiming.

Behavior tables express systems of co-recursive stream equations as a table of guarded signal
updates. Developers and users of the DDD system used manually constructed behavior tables to
help them decide which transformations to apply and how to specify them. These design exercises
produced several formally constructed hardware implementations: the FM9001 microprocessor, an
SECD machine for evaluating LISP, and the SchemFEngine, garbage collected machine for inter-
preting a byte-code representation of compiled Scheme programs. Bose and Tuna, two of DDD’s
developers, have subsequently commercialized the design derivation methodology at Derivation
Systems, Inc. (DSI). DSI has formally derived and validated PCI bus interfaces and a Java byte-
code processor; they further executed a contract to prototype SPIDER—NASA’s ultra-reliable
communications bus.

To date, most derivations from DDD and DRS have targeted hardware due to its synchronous
design paradigm. However, Starfish expressions are independent of the synchronization mechanism;
there is no commitment to hardware or globally broadcast clocks. Though software back-ends for
design derivation are limited to the DDD stream-interpreter, targeting synchronous or real-time
software is not substantively different from targeting hardware.

The separation of concerns—e.g., architecture, behavior, data representation, and interface
coordination—is standard engineering doctrine. In particular, it is futile to expose all aspects

* Many thanks to the NASA Langley Research Center’s generous sponsorship of this work through their Graduate
Student Researcher’s Program, NGT-1-010009. This extended abstract is a revised excerpt from the author’s doctoral
dissertation accepted by the Indiana University Computer Science Department.[1]

*x The author’s affiliation with The MITRE Corporation is provided for identification purposes only, and is
not intended to convey or imply MITRE’s concurrence with, or support for, the positions, opinions or viewpoints
expressed by the author.
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equally well with a single language. Behavior tables represent a compromise between behavior
and architecture: its rows roughly characterize a specification’s control oriented aspects, while the
columns represent its architectural, or structural, aspects.

The behavior table transformations—among other things—allow designers to trade between
these two axes, thereby balancing between the two aspects. It is no surprise, then, that behavior
tables are well suited for deriving architectural components from behaviorally oriented expressions.

Type Management and Data Refinement: Behavior tables operate on arbitrarily abstract
data-types, not just bit-vectors and bounded integers. In this respect, they are far more expressive
than standard hardware description languages. Starfish implements an explicit type system and a
framework for data refinement to support high-level specification with abstract data types.

Demand for explicit typing arose from several areas: the need to limit decision expressions to
finitely branching guards, the need to prevent incompatible signal merging opportunities among
unused slots in table columns, and the desire to increase feedback by disallowing unsound trans-
formations at earlier stages. The type system, which is based on multisorted structures, takes
on a second responsibility: it forms a database of term-level identities. One of the core transfor-
mations applies algebraic identities (e.g., operator commutativity) to terms. While many term
rewrites in DDD are combinator expansions, each algebraic term rewrite requires external valida-
tion. Starfish leverages the type system’s identity database to confirm algebraic rewrites—only
the identity pattern needs external verification.

Since the type system declares function symbols, signatures and identities, it provides a foun-
dation for data refinement. At the simplest level, a system of identities can express one-to-one
homomorphisms between types. While such an identity system transforms abstract terms into
representation terms, the architectural algebra preceding Starfish could not transform abstract
stgnals into representation signals in a general way. The first attempts to impose signal-level
refinement were ad hoc, but the current refinement process follows from retiming and recursive
identity expansion. In addition to refinement by one-to-one homomorphism, Starfish supports one-
to-many refinements, where there are multiple representations for each abstract type, and stateful
refinements, which represent multiple signals with references to a shared store.

While behavior tables are not useful for defining data refinements, they are useful for exploit-
ing and managing their consequences. Data refinements lead to more detailed specifications and
consequently a wider transformation space. System decompositions, the problem for which behav-
ior tables were developed, may “cut across” a representation that implements an abstract type
with a collection of signals. For instance, suppose a refinement simulates abstract stacks with a
pointer and array; subsequent architectural organization may separate the array from the pointer.
In another case, a stateful refinement may impose serial access on the previously unconstrained
concurrency of abstract operations. Behavior tables and their scheduling aid, serialization tables,
provide an interactive method for integrating the serial requirements into a system’s control and
architecture by scheduling access before and after stateful refinements.

Scheduling and serialization: Starfish introduces serialization tables for scheduling the
evaluation of complex action terms over several steps. Like behavior tables, columns represent
signals and rows represent simultaneous actions which update the signals. Serialization tables are
an organizational aid that helps designers solve the NP-hard problems involved in high-level syn-
thesis; e.g., how to fit an evaluation sequence within a specified number of registers and execution
units. Serialization tables help specify evaluation order and intermediate resource usage for com-
pound actions in a behavior table. As the schedule develops, the serialization tables display partial
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symbolic-evaluations of the intermediate actions. This feedback mechanism helps designers specify
actions in the subsequent steps. Starfish validates correctness before integrating the actions into
behavior table expressions.

The DDD algebra views serialization as primarily a behavioral problem. Yet, the goal of
scheduling is often architecturally dictated. One must use a limited set of resources. Register
allocation, functional allocation, and timing are not fully exposed in DDD’s behavioral represen-
tations. Serialization tables display these aspects more clearly than DDD’s co-recursive stream
equations, making them a better suited medium for the schedule specification process.

Retiming: Starfish supports retiming in two ways. One is with serialization tables and local
re-serialization, or adjustment of schedules. The other is with a transformation that converts
combinational signals to sequential signals and vice versa. In schematic terms, the transformation
pushes a functional unit from one side of a register to the other. Although retiming is the critical
step in transforming abstract signals to representation signals, the motivating example in Starfish
was a stack-calculator derivation. The original specification used a combinational top accessor
for the output signal. Any plausible implementation would store the top value in a register. The
exercise of hand-specifying a stack-calculator with a registered top signal was enough to see a
generalizable pattern. Indeed, equivalent transformations have been used in formal synthesis and
microarchitecture algebra.

This talk surveys Starfish’s incorporation of behavior tables, data refinement, serialization,
and retiming into design derivation. Please see my thesis [1] for an in-depth presentation of these
techniques; full text is freely available on the Web.
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