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Motivation

« System assurance is a major issue in safety-
critical applications

* Many safety-critical systems are reviewed and
approved by regulators

 Domains:
— Aerospace
— Automobiles
— Rail Systems
— Energy (especially nuclear) systems
— Medical systems
— Weapons Systems
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Assurance Cases

« An assurance case Is a method
for demonstrating the validity of

a claim by providing a Claim ]
convincing argument together t
with supporting evidence. [ ArgumentJ

1

[ Evidence ]
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Assurance Cases

 To construct an assurance o
case we need to: >

— make an explicit set of claims

about the system :
— define the intended context / Strategy /
— produce the supporting evidence
— provide a set of arguments that /\
link the claims to the evidence Sub-Goal Sub-Goal
— make clear the assumptions and

judgments underlying the
arguments

« Safety case is a special kind:
— Claims are limited to safety



Case Study: Infusion Pump

» Deceptively simple ’E/I
— 2005—2009: 56, 000 adverse

event reports; 87 recalls

* 1% deaths, 34% serious injuries

FDA, White Paper: Infusion Pump
Improvement Initiative, April 2010.

» Case study goals

— Show how to do it right
» Develop good requirements
* Apply rigorous development
» Explore assurance case construction

— Provide guidance to manufacturers



GPCA reference implementation

 FDA initiated
— GPCA Safety Requirements
— GPCA Reference Model

(Simulink/Stateflow)

* Develop a GPCA reference

Implementation

* Construct a safety case for

this implementation

GPCA Safety ]

Model
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Model-Based Development of
GPCA Reference Implementation

Formal Modeling &
Verification

h 4

Automated
Implementation
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Testing

GPCA Reference
Implementation

(1)

Pe; system

modeling the

—>

(2)
verifying this
model

(3)
transformation the
model into an

implementation

[

(4)

validating the
implementation
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The PCA Safety Case
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Safety Case Patterns

» Defined to capture successful (i.e.,
convincing, sound, etc.) arguments.

* \WWhenever a pattern is appropriate to a new
safety case then it is instantiated within it.

* Therefore, safety case patterns allow
reusing successful arguments among
different safety cases.

Tim Kelly, University of York, 1998
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Safety Case Patterns -- Notation

« Extended « Each pattern needs to
notation CHmEEmA R be appropriately
to represent documented

patte rn S Provides {Function Y}

51: Argument by / ,/ C1: Safety Related \

Cf'fﬁi;"i"lg fa[:eﬁtf UI_a” [ _bl'“ Functions of {System X} |
sdlety-relate ncuons | | :
implemented by system (n = # functions) / Indicates tl?at
\ / element remains
' : to be instantiated
— AN ¢ |
- :
— Indicates
Indicates a 1-to- < DSSSIN?
many relationship alternatives
| > .
n \‘
. 53 Interactions G4: All system .
Indicates that G2: {Function Y} is between system functions are Indicates that
element remains to safe m"ﬁglﬂﬂsrgfe non- Iﬂ*;lf-'tDEﬂdtf_eﬂt element remains
be instantiated and azardots (no interactions) to be developed
(supported)

then developed
> O O X '




The PCA Safety Case — Safety Pattern

Deﬂne the
{specific
property}

G1

The {to} satisfies {specific

property} in {intended
Deﬁ ne the {to} environment}

J1.1.1

C1.2

Define the
{intended
environment}

Justify this strategy by
defining the mechanism that
was used to develop {to}
from {from}

$1.1
Argument over the

$1.2

Argument by
validation

from} and the

c1.14 {deveImeent

Define the mechanism

{from}
G2 a—— Cc2.1 G3

Define the {part of The usell:l development
The {from} satisfies {part the specific mechanism guarantees the
of the specific property} property} consistency between the {from}
part and the {to} part

G4

The {to} is validated
against the {specific
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Mapping the Model-Based Approach to
the Safety Pattern

Define the
{specific ot
property} G1 C1.2
Define the
C1.1 The {to} satisfies {specific {intended
property} in {intended environment}
J1.11 Define the {to} environment}
Justify this strategy by
defining the mechanism that
was used to develop {to}
from {from} S1.1
Argument over the 51.2
{from} and the
¢1.11 development f;ﬁﬁ;ﬁr: by
Define the mechanism
{from}
G2 c2.1 3 G4
Define the {part of The used development The {to} is validated
The {from} satisfies {part the specific mechanism guarantees the against the {specific
of the specific property} property} consistency between the {from} property}
part and the {to} part
(1) (2) (3) (4)
modeling the |—>1 verifying this —>{ transformation the model > validating the
system model into an implementation implementation

[w] (=]



The PCA Safety Case — Instantiation

C1.3

Link to the GPCA

safety requirements

document
C1.1 o12
The PCA implementation G1 . .
software means the software Define the intended environment
code generated from the GPCA The PCA implementation based on the environment related
reference model, and extended software satisfies the GPCA GPCA safety requirements
to interface with the target safety requirements in the (sections 2, 6 and 4) and the

environment interface as defined

platform intended environment

111 by the GPCA reference model.
The model-based approach is
used to develop the PCA
implementation software based
on the GPCA timed automata A
model. S1.1 51.2
Argument over the GPCA Argument by validating the
timed automata model and PCA implementation
Cc1.11 the development software againt the GPCA
Link to the GPCA mechanism safety requirements
timed automata
model
r/— G3
G2 c2.1 o4
_ . The used development mechanism
The GPCA timed automata model Ir_;ntlilrc;:r}::n?;ﬁ; 3;;"3’9 guarantees the consistency between The PCA implementation
satisfies the GPCA safety | fog'nali ed and verfied the GPCA timed automata model software is validated
requirements that can be formalized on the model level and the PCA implementation against the GPCA safety
and verified on the model level software requirements
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Conclusion

* The main contribution of this paper is to
define a safety case pattern

* This pattern is appropriate to be instantiated
when implementations are developed using
model-based approaches
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Questions?
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