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A Performance Evaluatlon of the
Software-lmplemented Fault-Tolerance Computer

Daniel L. Palumbo* and Ricky W. Butlert
NASA Langley Research Center, Hampton, Virginia

The results of a performance evaluation of the Software-Implemented Fault-Tolerance (SIFT). computer
system conducted in the NASA Avionics Integration Research Laboratory are presented. The essential system
functions are described and compared to both earlier design proposals and subsequent design improvements. Us-
ing SIFT’s specimen task load, the executive tasks, such as reconfiguration, clock synchronization, and interac-
tive con51stency, are found to consume significant computmg resources. Together with other system overhead
(e.g., voting and scheduling), the operating system overhead is in excess of 60%. The authors propose specific
design changes that reduce this overhead burden significantly.

Introduction

HE Software-Implemented Fault-Tolerance (SIFT) com-

puter system was developed by SRI International for
NASA as an experimental vehicle for fault-tolerant systems
research. The SIFT effort began with broad, in-depth studies
stating the reliability and processing requirements for digital
computers which would control flight-critical functions!? in
‘the next generation of aircraft. Detailed design studies were
made of fault-tolerant architectures that could meet reliability
and processing requirements.>* Following these studies, SRI
International and the Bendix Corporation designed and built
the SIFT system, which was delivered to NASA’s Avionics In-
tegration Research Laboratory in April 1982.

The basic attributes of fault-tolerant computers are:

1) Redundant hardware hardware and tasks.

2) Errors caused by hardware faults are masked by votmg
the redundant outputs

3) To increase reliability, faulty hardware is removed from
the system, i.e., reconfiguration. -

Important distinctions between SIFT design concepts and
other fault-tolerant computers are:

1) The mechanisms used to achieve fault tolerance are hid-
den from the application programmer i.e., the fault tolerance
is transparent.

2) The functions supportmg fault tolerance are primarily
implemented in software (e.g., voting).

3) Different tasks can be replicated to different levels (i.e., a
noncritical task may be simplex, whereas more crltlcal tasks
can be replicated three- or fivefold).

4) The unit of reconfiguration is a complete computer i.e.,
processor, memory, and buses.

5) The design is not based on a special CPU or memory
design.

6) The redunidant computers are loosely synchromzed

A major objective of the SIFT design was to reduce the
hardware failure rate by implementing as much of the system
as possible in software (i.e., keeping the hardware component
count to a minimum). This software-intensive design
philosophy deliberately sacrificed performance to maximize
reliability. It was implicitly assumed that failure due to soft-
ware error would be eliminated by formal proof of
correctness.
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The SIFT design, as first described by Wensley, !> embodied
many desirable features, e.g., transparent fault tolerance and
preemptive scheduling. However, compromises in the design,
which stemmed from bus performance limitations* and an at-
tempt to prove the operating system software correct,®
resulted in a final product which differs considerably from the
original intent.” Table 1 lists some of the discreparcies be-
tween the original SIFT concept and SIFT as it was delivered
to NASA. This version of SIFT is referred to as the SIFT
baseline.

At this point, the reader is cautioned not to Judge the SIFT
design prematurely. The SIFT baseline represents a design that
was actually in the middle of its design process. Since the
delivery of SIFT, development and testing have continued at
NASA Langley Research Center and several versions of the
operating system have evolved.® Each new version represents
different strategies employed to improved the performance of
particular areas of the operatmg system.

The SIFT System

The SIFT architecture consists of a fully distributed con-
figuration of Bendix BDX930 processors with a point-to-point
communication link between every pair of processors. (See
Fig. 1.) Although the design can accommodate up to eight
processors, only six are in the current system; reliability
estimations have demonstrated that this is adequate to meet
the stated reliability goals of failure probability of less than
10~° for a 10-h flight.

The assignment of tasks to processors in SIFT is predeter-
mined by a task schedule table defined by the application
designer. As processors fail, the available hardware comple-
ment changes. Consequently, a task schedule must be defined
for each configuration level the system may encounter. To ac-
complish reconfiguration, the SIFT operating system selects
the appropriate task schedule. The decision to reconfigure is
based on error information obtained when the replicated data
are voted. ,

The synchronization of the BDX930 computers is fun-
damental to the correct functioning of SIFT’s broadcast com-
munication system. Interprocessor communication is com-
pletely asynchronous. No hand-shake signals or rendezvous
mechanisms are used. The validity of data is dependent on the
precedence established in the task schedule and the processor
synchronization.

A redundant system may be susceptible to certain
‘‘malicious’” process failure modes if, for example, it is
necessary to distribute simplex data throughout the system.
This situation would arise when each channel in the system is
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connected to separate replicated sensors. In order to tolerate
the failure of one of the sensors, the processors must exchange
the sensor data and select an input value. Under these cir-
cumstances, it is possible for a faulty processor to make a
good processor look bad, thus defeating the redundancy
management system. The use of an interactive consistency
algorithm® eliminates this failure mode.

The SIFT operating system has two levels of authority. The

““local executive’’ contains procedures that support schedul--

ing, voting, and communications. The ‘“‘global executive’’
consists of tasks that cooperate to provide synchronization,
redundancy management (fault isolation and reconfigura-
tion), and interactive consistency.

To achieve a realistic operating environment during testing,

an autoland function has been programmed on the SIFT
system. The autoland function consists of four tasks, in-
cluding pitch and lateral stability augmentation routines. A
total of 18 variables is voted by the application task set. An
airframe simulation supports the tasks’ execution. The ap-
plication tasks input 21 variables and output 9 variables to the
simulation. The 21 input variables must be processed by the
interactive consistency tasks.

Synchronization

The synchronization of SIFT’s independent processors is
fundamental to SIFT’s strategy of preagreed communication
times. A data-producing task broadcasts its data at time T.
The voter cannot access this data until 7+ maximum broad-
cast time + maximum clock skew.

VOTE_TIME >BROADCAST_TIME + B +6

where B is the maximum broadcast delay, and 6 is the max-
imum skew between the processors.

In order for this strategy to succeed, the working proc-
essors’ clocks must never drift further apart than é. In SIFT,
the voter runs 91.2 us after the start of a subframe and
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Fig. 1 SIFT system interconnect.
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B=18.2 ps (see communications section below). Thus, the
processors must be synchronized to within 73 us. SIFT utilizes
a decentralized clock synchronization algorithm implemented
as an executive task. The algonthm contains the following
steps:

1) All participating processors exchange clock values.

2) The differences (or skews) between the local and external
clocks are calculated.

3) All skews above a certain threshold are set to zero.

4) The mean of the skews is used to correct the local clock.

The performance of the algorithm has been characterized by
a mathematical theorem proven by SRI International.* This
theorem describes the worst-case clock skew in terms of some
measurable system parameters.

Theorem. If
3m<N and
0> N/(N-3m)[2e+p(R+2(N-m)S/N)] and
6>8,+pR and
8< <R and

- d< <e/r
then the algorithm satisfies for all nonfaulty p and q

C, " (T)—CP (T) <8

C, O N(T)-CP(T)<b+e¢
where
N=number of processors
m =number of faulty processors
d=maximum clock skew
e=maximum error in reading another processor’s
clock
p=maximum drift rate between two good clocks
R =resynchronization period
S =computation time for algorithm
8o =initial clock skew ‘
C{? (T) =real time corresponding to clock time T during
iteration i of processor p

Choosing values for the parameters that describe SIFT best,
we have

N=total number of processors, =6
m=number of failed processors, =1
e=maximum clock read error, =26 x 10~
p=maximum drift rate, =22.4 x 10~%
R =major frame period,=0.1s
S=length of clock task, 2x 1073 s

The parameters e and S were measured experimentally. S is the
execution time of the clock task and was easily obtained. The

Table 1 Comparison of baseline SIFT to 1978 IEEE description

1978 IEEE description

» Baseline SIFT

Priority-based periodic scheduling
(preemptive)
Arbitrary task length

Dynamic allocation of tasks to
processors

Voting is transparent to the appli-
cations designer through use of
operating system routines to obtain
results

Multiple-iteration rates supported

Static preplanned scheduling
(nonpreemptive)

All tasks must fit in a subframe time
slot

The application designer must build
schedule tables and statically assign
task replicates to processors.

The application designer must build a
vote table that corresponds to
the precalculated task schedule table

Single-iteration rates supported
















