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Ensuring Fault Tolerance of Phase-Locked Clocks
C.M. KRISHNA, KANG G. SHIN, anp RICKY W. BUTLER

Abstract —Processors within a real-time multiprocessor system must
be synchronized with as little overhead as possible. Although synchron-
ization can be achieved via both software (e.g., interactive convergence
and interactive consistency algorithms) and hardware (e.g., multistage
synchronizers and phase-locked clocks), phase-locked clocks are most
attractive due to their small overheads.

Despite the fact that synchronization of the multiprocessor system with
phase-locked clocks is totally different in nature from the interactive con-
sistency algorithm [1], we prove that it must satisfy the same condition
N = 3m + 1 where N is the total number of clocks in the multiprocessor
system and m is the maximum number of faults tolerable. We also present
results showing how to design phase-locked clocks so as to be impervious
to up to a given arbitrary number of malicious failures.

Index Terms — Interactive consistency and interactive convergence al-
gorithms, malicious failure, phase-locked clocks, synchronization.

I. INTRODUCTION

Synchronizing processors reliably is complicated because indi-
vidual faulty processors or clocks can act maliciously or dis-
ruptively. For example, a faulty clock might send conflicting time
signals to different receivers. Guaranteeing fault tolerance in the
face of such failures is nontrivial.

" There are four well-known ways of keeping a system syn-
chronized despite malicious failures: the interactive consistency [1]
and the interactive convergence [2] algorithms, the multistage syn-
chronizer [5], and phase-locked clocks [8]. The first two of these
impose a significant overhead when a moderate-to-large system is
being synchronized. Estimates of the synchronization overhead in a
computer such as SIFT [2] show this dramatically (see [4] and
Fig. 1). By comparison, the time overheads of the multistage and
phase-locked clock designs are negligible. However, the multistage
arrangement requires too much hardware to be practical in large
systems. This paper concentrates on showing how to synchronize
large systems using phase-locked clocks.

Expanding phase-locked clocks is important for two reasons.
First, to synchronize a large number of processors with low over-
head, it is best for fault-tolerance purposes to have each processor
carry its own clock and for these clocks to be synchronized, rather
than have a stand-alone fault-tolerant clock providing timing signals
to the system. Second, when one requires the kind of reliability
called for in aerospace or .other life-critical applications, large
clocks are called for to ensure adequate fault tolerance.

Phase-locked clocks were first used to ensure that the processors
of FTMP [6] operated in lock step. We consider here a total of N
clocks to be synchronized in the face of up to m faulty clocks. The
basic theory behind their operation is simple. In Fig. 2, we provide
a schematic diagram of an individual clock. Each clock consists of
a receiver, which monitors the clock pulses of the N — 1 other
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clocks in the arrangement, and these are used to generate a reference
signal. By comparing this reference to its own pulse, the receiving
clock computes an estimate of its own phase error. This estimated
phase error is then put into an appropriate filter, and the output of
the filter controls the clock oscillator’s frequency. By thus control-
ling the frequency of the individual clocks, they can be kept in phase
lock and therefore synchronized for as long as the initial phase error
is below a prescribed bound, i.e., for as long as the clocks start
reasonably in step and their drifts are sufficiently low. A discussion
of clock stability can be found in [7].

The arrangement for N = 4, m = 1 is, to our knowledge, the
only phase-locked clock constructed [8]. The four-clock arrange-
ment is simple enough for a proof of correctness to be obtained
by brute-force enumeration of all possible actions of the single
malicious clock. Expanding the clock is nontrivial. In fact, if we
try to allow form = 2,3, -- -, by expanding the system arbitrarily
without sufficient care, synchronization can be lost. We provide an
example of this in Section III.

The correspondence is organized as follows. In Section II, ‘we
present preliminary notation and definitions. In Section III, we
show how damaging malicious failures can be. Our main result is
contained in Section IV where we prove two important theorems
related to the design of phase-locked clocks so as to tolerate up to
a given arbitrary number of faults, and we conclude with Section V.

II. NOTATION AND DEFINITIONS

The following notation and definitions are used in this correspon-
dence.

Definition 1: If the overall system of clocks is properly syn-
chronized, all individual nonfaulty clocks must agree closely with
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each other. A well-synchronized system thus has global clock cy-
cles. Global clock cycle i is the interval between the ith tick of the
fastest nonfaulty clock (i.e., the nonfaulty clock that has its ith tick
before those of all the other nonfaulty clocks) and the (i + 1)th tick
of the fastest nonfaulty clock. For brevity, we shall denote global
clock cycle i by geci.

Definition 2: Each of the clocks “sees” through its receiving
circuitry the ticks of the other clocks. These ticks, together with the
receiving clock’s own tick, can be totally ordered in any gcci by
the relation “prior or equal to.” Such an ordered set, called a tick
sequence, for clock @ in geci is denoted by S We shall frequently
drop the superscript for convenience: where this is done, it will be
understood that we are talking about some gcci.

If a nonfaulty clock ¢ does not receive a tick from clock d within
a given timeout period in any global clock cycle, the tick for d
is arbitrarily assumed by ¢ to be at the end of that timeout period.
The tick sequence of every nonfaulty clock therefore has exactly
N elements.

Definition 3: If clock a has clock b as its reference in some geci,
it is said to trigger on b in that gcci.

Definition 4: Given the various triggers, we can draw a directed
graph with the clocks as the vertices, and the directed arcs reflecting
the relationship “triggers” in some gcci. Such a graph is called the
trigger graph. For example, in Fig. 3, a triggers b and ¢, and is
itself triggered by d, while d is triggered by b. A clique of clocks
is a component [9] of the trigger graph, i.e., a set of connected
vertices. In Fig. 3, there are two cliques: {a, b, c; d} and {e,f, g}.

Notation: G and NG are the sets of clocks and nonfaulty clocks,
respectively, in the system. There are N clocks in all, and up to m
failures must be sustained. }

Definition 6: A partition of G is defined as P = {G,, G,} where
G, and G, are subsets of G with the following properties.

i) G = Gl U G21

ii) GiNG.NNG = ¢,

iiiy G, N NG # ¢,1 = 1,2.

From i), each clock must belong to at least one of G, and G,. From
ii), only faulty clocks may belong to both G, and G,. From iii), there
must be at least one nonfaulty clock in each of Gj and G,.

Definition 7: A clock a is said to be faster than a clock b in tick
sequence S if a precedes b in S. In a partition P = {G,, G}, G, is
said to be faster than G, if every nonfaulty clock in G, is faster than
every nonfaulty clock in G,.

Notation: Given a partition P = {G,, G>}, NG, and NG, are the
" nonfaulty clocks in G; and G,, respectively. By Definition 6, nei-
ther NG, nor NG, can be empty, and NG, N NG, = ¢.

Definition 8: Cliques A and B (of clocks) are said to be non-
overlapping if the nonfaulty clocks of A are either all faster than
those of B, or vice versa.

Notation: Denote the position of a clock c in its own tick se-
quence S in gcci by pl. Again, we shall frequently drop the super-
script for convenience. The reference signal (i.e., the trigger) is a
function of N and of p... It is denoted by £, (N). By this, we mean that
clock ¢ triggers on the f, (N)th signal in S., not counting itself.

For the system to operate correctly, the nonfaulty clocks must be
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Fig. 3. Trigger graph: an example.
synchronized, i.e., have their ticks close together. This can only be
if nonoverlapping chques are not allowed to form. Clearly, Aand B
are nonoverlapping cl1ques if every nonfaulty clock in A is faster
than all nonfaulty clocks in B (or vice versa), and no nonfaulty clock
in either clique triggers on a clock in the other.

Also, correctness should imply that the clocks keep good time,

e., the length of every global clock cycle should be about that
of an ideal clock cycle. This dictates that a reference clock should
be either a nonfaulty clock, or a faulty clock sandwiched between
nonfaulty clocks. If this is not the case, and at.least one nonfaulty
clock triggers on a faulty clock slower or faster than all the nonfaulty
clocks, and if there are no nonoverlapping cliques, then the entire
set of nonfaulty clocks would be abnormally slowed down or sped
up. We, therefore, have the following conditions of correctness.

Definition 9: Each of the following conditions of correctness
must be satisfied in geci if the system is to be correctly operating in
every geci.

C1. For all partitions P = {G,, G,} of the set of clocks G, in which
the nonfaulty clocks in G; are all faster than those in G,, each
of the followmg (K1 and K2) must apply.

K1. If, in geci, all clocks in NG, trigger on clocks in G, then
there is at least one clock in NG, that triggers on a clock
in G,. Furthermore, if no clock in NG, triggers on a clock
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