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Abs t r ac t  

Markov models can be used t o  analyze t h e  r e l i a b i l i t y  
of v i r t u a l l y  any f a u l t - t o l e r a n t  system. However, t h e  
p rocess  of d e l i n e a t i n g  a l l  of t h e  s t a t e s  and t r a n s i t i o n s  
i n  t h e  model of a complex system can be d e v a s t a t i n g l y  
t ed ious  and e r ro r -p rone .  The Abs t r ac t  Semi-Markov Spec- 
i f i c a t i o n  I n t e r f a c e  t o  t h e  SURE Tool (ASSIST) program 
a l lows  t h e  use r  t o  desc r ibe  t h e  Markov model i n  a high- 
l e v e l  language. I n s t e a d  of l i s t i n g  t h e  i n d i v i d u a l  
s t a t e s  of t h e  model, t h e  use r  s p e c i f i e s  t h e  r u l e s  
governing t h e  behavior of t h e  system, and t h e s e  a r e  used 
t o  au tomat i ca l ly  g e n e r a t e  t h e  model. A small number of 
s t a t emen t s  i n  t h e  a b s t r a c t  language can d e s c r i b e  a v e r y  
l a r g e ,  complex model. Because no assumptions a r e  made 
about  t h e  system being modeled, ASSIST can be used t o  
gene ra t e  models d e s c r i b i n g  t h e  behavior  of any type of 
system. The ASSIST program and i t s  inpu t  language a r e  
desc r ibed  and i l l u s t r a t e d  by examples. 

In  t r oduct i on  

N e w  advances i n  computat ion,  such a s  t h e  Semi-Markov 
Range Evaluator  (SURE) program, e n a b l e  t h e  a c c u r a t e  
s o l u t i o n  of extremely l a r g e  and complex Markov models 
(Refs .  1 and 2 ) .  ( I n  t h i s  pape r ,  t h e  term Markov w i l l  
be used t o  r e f e r  t o  both Markov and t h e  more gene ra l  
semi-Markov models.) However, t h e  gene ra t ion  by hand of 
t h e  l a r g e  models needed t o  c a p t u r e  t h e  complex f a i l u r e  
and r e c o n f i g u r a t i o n  behavior of most r e a l i s t i c  f a u l t -  
t o l e r a n t  a r c h i t e c t u r e s  has been an i n t r a c t a b l e  problem. 
Much r e s e a r c h  has  been done on t echn iques  f o r  model 
pruning and s t a t e  aggrega t ion  t o  s i m p l i f y  t h e  models, a t  
t h e  expense of  accuracy (Refs .  3 and 4 ) .  

Many of t h e  e a r l y  f a u l t - t o l e r a n t  a r c h i t e c t u r e s ,  such 
a s  t h e  Software Implemented F a u l t  Tolerance (SIFT) 
system, a r e  r e l a t i v e l y  s imple t o  model. Even t h e  e a r l y  
complex systems were usua l ly  made up of subsystems t h a t  
can be modeled independent ly .  However, a s  f l i g h t -  
c r i t i c a l  systems become more complex and more h igh ly  
i n t e g r a t e d ,  t h e  Markov models t o  desc r ibe  them w i l l  
become enormously complex. The complexi ty  of t h e  model 
stems from t h e  i n t e r a c t i o n s  between f a i l u r e  and recovery 
p rocesses  of t h e  va r ious  subsystems,  which can no longer  
be modeled independent ly .  

Often even t h e  most Complex c h a r a c t e r i s t i c s  of a 
system can be desc r ibed  by r e l a t i v e l y  s imple  r u l e s .  The 
models only become complex because t h e s e  few r u l e s  
combine many times t o  form models w i t h  l a r g e  numbers of 
s t a t e s  and t r a n s i t i o n s  between them. The r u l e s  
d e s c r i b i n g  t h e  behavior of each subsystem can be 
developed and v e r i f i e d  s e p a r a t e l y ,  t h e n  t h e  submodels 
a r e  e a s i l y  combined t o  a c c u r a t e l y  model t h e  behavior of 
t h e  e n t i r e  i n t e g r a t e d  system. An a b s t r a c t ,  h igh - l eve l  
language f o r  d e s c r i b i n g  system behavior r u l e s  and a 
methodology f o r  a u t o m a t i c a l l y  g e n e r a t i n g  Markov models 
from t h e  language were developed by R i c k y  Bu t l e r  ( r e f .  
5 ) .  The ASSIST computer program (Ref. 6 )  a l l o w s  t h e  
use r  t o  s p e c i f y  t h e  behavior r u l e s  of t h e  model i n  t h i s  
a b s t r a c t  language,  t h e n  t h e  Markov model is gene ra t ed  
a u t o m a t i c a l l y  from t h e  r u l e s .  The ASSIST program was 
w r i t t e n  i n  Pascal  and execu te s  on a V A X  11/750. The 
Markov model is o u t p u t  i n  t h e  format r e q u i r e d  f o r  i npu t  
t o  t h e  SURE program. For Markov a n a l y s i s  programs 

r e q u i r l n g  a d i f f e r e n t  form of  inpu t  f o r  t h e  Markov 
model, a s i m p l e  program could be w r i t t e n  t o  modlfy t h e  
model d e s c r i p t i o n  f i l e .  

model gene ra t ion  s t r a t e g y  a r e  desc r ibed .  
example f a u l t - t o l e r a n t  a r c h i t e c t u r e ,  a t r i a d  of 
p rocesso r s  with co ld  s p a r e  p rocesso r s ,  shows how t h e  
behavior of a system can be cap tu red  by a few gene ra l  
r u l e s .  
desc r ibed  and demonstrated by c r e a t i n g  a model t o  
d e s c r i b e  t h e  f a u l t  behavior of t h e  example a r c h i t e c t u r e .  
The f l e x i b i l i t y  of t h e  a b s t r a c t  language is  demons5rated 
by expanding the  example t o  model m u l t i p l e  t r i a d s  Of 
p rocesso r s  s h a r i n g  a pool of co ld  s p a r e  p rocesso r s .  

The a b s t r a c t  model d e f i n i t i o n  and t h e  automatic  
Analysis  of an 

The syn tax  of t h e  ASSIST inpu t  language is  then  

Model D e f i n i t i o n  

A Markov model c o n s i s t s  of a number of s y s t e m  s t a t e s  
and t r a n s i t i o n s  between them. Each s t a t e  is  de f ined  by 
a s t a t e  v e c t o r ,  where each element of t h e  vec to r  t a k e s  
on an i n t e g e r  va lue  wi th in  a de f ined  range.  An element 
can r e p r e s e n t  any meaningful c h a r a c t e r i s t i c ,  such a s  t h e  
number of good components of one type  i n  t h e  system, O r  
the  number of f a u l t y  components of ano the r  t y p e  i n  use.  
Each element is ass igned  an a p p r o p r i a t e  v a r i a b l e  name 
f o r  e a s e  of r e f e r e n c e .  The s t a t e  space v a r i a b l e s  f o r  
t h e  model and t h e i r  v a l i d  r anges  a r e  de f ined  i n  t h e  
"spacess s t a t emen t .  The use r  s p e c i f i e s  t h e  i n i t i a l  
system s t a t e  i n  t h e  " s t a r t "  s t a t emen t .  
t h e  i n i t i a l  va lues  of t h e  s t a t e  space v a r i a b l e s  f o r  t h e  
gene ra t ion  of t h e  model. 

system s t a t e s  which a r e  s t o c h a s t i c  processes  de f ined  by 
p r o b a b i l i t y  d i s t r i b u t i o n s .  
Markov models, a l l  t r a n s i t i o n s  a r e  exponen t i a l ly  
d i s t r i b u t e d  and a r e  completely de f ined  by a s imple  r a t e  
parameter .  I n  t h e  more gene ra l  semi-Markov model, any 
d i s t r i b u t i o n  can be used t o  desc r ibe  t h e  e l apsed  time. 
T r a n s i t i o n s  between s t a t e s  i n  t h e  model a r e  s p e c i f i e d  
using t r a n s i t i o n  s t a t emen t s .  
t h r e e  main p a r t s :  a cond i t ion  expres s ion ,  a d e s t i n a t i o n  
expres s ion ,  and a r a t e  expres s ion .  
is a boolean expres s ion  t o  d e s c r i b e  t h e  s t a t e  space 
v a r i a b l e  va lues  of s t a t e s  f o r  which t h e  t r a n s i t i o n  i s  
v a l i d .  The second expres s ion  d e f i n e s  t h e  d e s t i n a t i o n  
s t a t e  f o r  t h e  t r a n s i t i o n  i n  terms of s t a t e  space  
v a r i a b l e  va lues .  
d i s t r i b u t i o n  of e l apsed  t i m e  f o r  t h e  t r a n s i t i o n .  

t r a n s i t i o n s  l e a v i n g  them) r e p r e s e n t  system f a i l u r e .  
Typ ica l ly ,  t h e  r e l i a b i l i t y  eng inee r  must c a l c u l a t e  t h e  
p r o b a b i l i t y  of e n t e r i n g  an absorbing s t a t e  w i th in  t h e  
s p e c i f i e d  mission time. 
cond i t ions  of t h e  model must be d e f i n e d  i n  terms of 
s t a t e  space va lues .  These fsdeathlT c o n d i t i o n s  cou ld  be 
system f a i l u r e  o r  t h e  o n s e t  of d e g a d e d  performance 
ope ra t ion  o r  o t h e r  s i t u a t i o n s  r e s u l t i n g  from f a i l u r e s .  

The ASSIST program r e a d s  an inpu t  f i l e  con ta in ing  
t h e  model d e f i n i t i o n  r u l e s  and c r e a t e s  two o u t p u t  f i les:  
the model f i l e  and a n  o p t i o n a l  l i s t i n g  f i l e .  The model 
f i l e  d e s c r i b e s  a l l  of t h e  t r a n s i t i o n s  between s t a t e s  i n  
t h e  Markov model and t h e i r  corresponding r a t e s  i n  t h e  
format r e q u i r e d  f o r  i npu t  t o  t h e  SURE program. The 
s t a t e s  a r e  s p e c i f i e d  by i n t e g e r s .  To make t h e  model 

Th i s  e s t a b l i s h e s  

The t r a n s i t i o n s  r e p r e s e n t  t h e  e l apsed  time between 

In  t h e  r e s t r i c t e d  c l a s s  of 

These s t a t e m e n t s  have 

The f i r s t  exp res s ion  

The t h i r d  expres s ion  d e f i n e s  t h e  

Absorbing s t a t e s  of t h e  model ( i . e . ,  s t a t e s  w i th  no 

The absorbing s t a t e  o r  Ifdeath" 
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easier t o  understand,  t h i s  f i l e  i s  anno ta t ed  with t h e  
s t a t e  space v a r i a b l e s  of each s t a t e  i n  comments, which 
SURE w i l l  ignore.  For example: 

1 ( *  6,0,0 * ) ,  2 ( *  5,1,0 * )  = 3*LAMBDA; 

denotes  a t r a n s i t i o n  between s t a t e  1 and s t a t e  2 a t  
exponen t i a l  r a t e  31, where s t a t e  1 is de f ined  i n  ASSIST 
a s  ( 6 . 0 . 0 )  and s t a t e  2 is (5,1,0). 

t h e  o p t i o n a l  l i s t i n g  f i l e  c o n t a i n s  a l i s t  of t h e  
d e s t i n a t i o n  s t a t e  of each a r c  l e a v i n g  each  non-death 
s t a t e  i n  t h e  model. Des t ina t ion  s t a t e s  t h a t  a r e  dea th  
s t a t e s  a r e  anno ta t ed  with an a s t e r i s k .  
a l s o  c o n t a i n s  a l i s t  of  t h e  mappings between t h e  SURE 
s t a t e  numbers and t h e  s t a t e  space  v a r i a b l e s  of t h a t  
s t a t e  i n  ASSIST. The o p t i o n a l  l i s t i n g  f i l e  is  use fu l  
f o r  v e r i f y i n g  t h a t  t h e  model gene ra t ed  a c c u r a t e l y  
d e s c r i b e s  t h e  intended system behavior .  

Constants  and v a r i a b l e s  based on s t a t e  space  
v a r i a b l e s  can be de f ined  i n  t h e  i n p u t  language and used 
i n  subsequent  s t a t emen t s .  S t a t emen t s  i n  t h e  ASSIST 
inpu t  f i l e  that ,  a r e  put i n s i d e  quo tes  a r e  copied i n t o  
t h e  model ou tpu t  f i l e  and a r e  n o t  o the rwise  processed by 
ASSIST. These s t a t emen t s  a r e  put  i n  t h e  f r o n t  of  t h e  
SURE input  f i l e  with t h e  cons t an t  d e f i n i t i o n  s t a t emen t s .  
Comments may a l s o  be included i n  t h e  i n p u t  f i l e .  

I n  a d d i t i o n  t o  a l i s t i n g  Of t h e  ASSIST input  f i l e ,  

The l i s t i n g  f i l e  

ASSIST Model Generat ion 

The ASSIST program bu i lds  t h e  model from t h e  i n i t i a l  
"start" s t a t e  by r e c u r s i v e l y  app ly ing  t h e  t r a n s i t i o n  
r u l e s .  Before a p p l i c a t i o n  of a r u l e ,  ASSIST checks a l l  
of t h e  "death" cond i t ions  t o  see i f  t h e  c u r r e n t  s t a t e  i s  
a "deathTt s t a t e .  S ince  a "death" s t a t e  denotes  system 
f a i l u r e ,  no t r a n s i t i o n s  can l e a v e  a "death" s t a t e .  A l l  
of t h e  t r a n s i t i o n  rules a r e  t h e n  e v a l u a t e d ,  and 
t r a n s i t i o n s  t o  new s t a t e s  a r e  gene ra t ed  where 
appropr i a t e .  When a l l  p o s s i b l e  branches t e r m i n a t e  i n  a 
"death" state. model b u i l d i n g  is  complete. The ou tpu t  
f i l e  c o n t a i n s  a d e f i n i t i o n  of each  t r a n s i t i o n  and i t s  
rate. A l i s t i n g  f i l e  is a l s o  gene ra t ed  t o  a s s i s t  t h e  
use r  i n  determining uhe the r  t h e  model gene ra t ed  
d e s c r i b e s  t h e  intended s y s t m  behavlor .  

The s p e c i f i c  a lgo r i thm used t o  g e n e r a t e  t h e  model i s  
a s  follows. I n i t i a l l y .  t h e  READY SET c o n t a i n s  o n l y  t h e  
"start" state of t h e  model. Each s ta te  i n  t h e  READY SET 
is processed in t h e  Pollowlng manner. If t h e  s ta te  
meets any of t h e  "deathm cond i t ions .  t h e n  t h a t  s ta te  i s  
a 8tdeath1t s t a t e ,  and no t r a n s i t i o n s  can l e a v e  i t ,  so t h e  
s t a t e  is removed f rcm t h e  READY SET. If t h e  state is 
not  a "death*' s t a t e .  t h e n  each  t r a n s i t i o n  r u l e  is 
a p p l i e d  t o  t h e  s t a t e  in t h e  fo l lowing  manner t o  g e n e r a t e  
a l l  p o s s i b l e  t r a n s i t i o n s  l e a v i n g  t h e  state. If t h e  

cond i t ion  expres s ion  of t h e  t r a n s i t i o n  r u l e  e v a l u a t e s  t o  
t r u e  f o r  t h e  c u r r e n t  s t a t e ,  t hen  t h e  d e s t i n a t i o n  
expres s ion  i n  t h e  r u l e  i s  used t o  determine t h e  
d e s t i n a t i o n  s t a t e .  If t h i s  s t a t e  is w i t h i n  t h e  bounds 
of t h e  s ta te  space pa rame te r s ,  t hen  t h i s  is  a v a l i d  
t r a n s i t i o n .  If t h e  d e s t i n a t i o n  s t a t e  has  not  a l r eady  
been de f ined  i n  t h e  model, t hen  a unique i n t e g e r  i s  
as s igned  t o  t h e  new s t a t e ,  and i t  is  added t o  t h e  READY 
SET. I f  t h e  d e s t i n a t i o n  s t a t e  was a l r e a d y  de f ined  i n  
the  model, t hen  i t  was placed i n  t h e  R E A D Y  SET f o r  
processing when i t  was f i r s t  de f ined .  The  r a t e  of t h e  
t r a n s i t i o n  is  determined from t h e  r a t e  expres s ion ,  and 
the  t r a n s i t i o n  d e s c r i p t i o n  i s  p r i n t e d  t o  t h e  SURE model 
f i l e .  Af t e r  a l l  of t h e  t r a n s i t i o n  r u l e s  have been 
app l i ed  t o  t h e  s t a t e ,  i t  is  removed from t h e  R E A D Y  SET. 

Example A r c h i t e c t u r e  

The example a r c h i t e c t u r e  c o n s i s t s  of a t r i a d  of 
p rocesso r s  each execu t ing  t h e  same program p lus  a pool 
of two co ld  s p a r e  p rocesso r s .  The t h r e e  p rocesso r s  
r e c e i v e  i d e n t i c a l  i n p u t s  so a l l  non-faul ty  p rocesso r s  
produce t h e  same o u t p u t ,  and t h e  t h r e e  o u t p u t s  a r e  
voted. Any i n c o r r e c t  o u t p u t s  a r e  masked by t h e  vo t ing  
a s  l ong  a s  a m a j o r i t y  of  t h e  a c t i v e  p rocesso r s  a r e  non- 
f a u l t y .  A f a u l t y  processor  is d e t e c t e d  by t h e  vo te r  and 
is rep laced  with a co ld  s p a r e  p rocesso r  i f  one i s  
a v a i l a b l e .  For s i m p l i c i t y ,  t h i s  process  is  assumed t o  
be exponen t i a l  f o r  t h i s  example. There is  no f a u l t  
d e t e c t i o n  f o r  s p a r e  p rocesso r s  u n t i l  they become a c t i v e .  
The Markov model t o  d e s c r i b e  t h i s  system is shown i n  
f i g u r e  1 .  

vector  (NP, NFP, NS, NFS), where 
The s t a t e s  i n  t h e  example model a r e  desc r ibed  by t h e  

NP = Number of a c t i v e  p rocesso r s ,  
NFP = Number of  f a i l e d  a c t i v e  p rocesso r s ,  
NS = Number of co ld  s p a r e  p rocesso r s ,  and 
NFS = Number of f a i l e d  co ld  s p a r e  p rocesso r s .  

The f a u l t  and recovery behavior  of t h e  example s y s t e m  i s  
desc r ibed  by t h e  fo l lowing  r u l e s :  

1 .  The f a i l u r e  r a t e  of each  a c t i v e  p rocesso r  i s  1. 
2.  The f a i l u r e  r a t e  of co ld  s p a r e  p rocesso r s  i s  Y .  
3. A f a i l e d  a c t i v e  processor  is rep laced  by a s p a r e  

p rocesso r  a t  r a t e  6 .  
4. System f a i l u r e  o c c u r s  u n l e s s  a ma jo r i ty  of  t h e  

a c t i v e  p rocesso r s  a r e  non-faul ty .  
Rules 1 through 3 above desc r ibe  t h e  t r a n s i t i o n s  

between s t a t e s  i n  t h e  model. The f o u r t h  r u l e  d e s c r i b e s  
t h e  t 'deathll s t a t e s  of t h e  model. The system s t a r t s  with 
t h r e e  non-faul ty  , a c t i v e  p rocesso r s  and two non-faul ty  
co ld  s p a r e  p rocesso r s ,  t hus  t h e  s t a r t  s t a t e  is  ( 3 ,  0 ,  2 ,  
0). 
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Figure  1 .  Markov model f o r  a t r i a d  with two co ld  s p a r e s .  
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Crea t ing  an Example Input  F i l e  

The b a s i c  s t a t e m e n t s  used i n  ASSIST a r e :  

SPACE s t a t emen t  
START s t a t emen t  
DEATHIF s t a t emen t  
TR A NTO s t a t  em en t s 
FOR s t a t emen t s  
PRUNEIF s t a t emen t s  

The ASSIST inpu t  f i l e  must con ta in  one SPACE s t a t emen t  
and one START s t a t emen t .  The f i l e  may c o n t a i n  m u l t i p l e  
DEATHIF and TRANTO s t a t e m e n t s ,  and t h e s e  s t a t e m e n t s  may 
be placed i n s i d e  of FOR loops .  
statem'ents may a l s o  be included t o  r educe  t h e  number of 
s t a t e s  i n  t h e  model. The use of t h e  b a s i c  s t a t emen t s  t o  
desc r ibe  t h e  f a u l t  behavior of t h e  example a r c h i t e c t u r e  
w i l l  be demonstrated i n  t h i s  s e c t i o n .  

Mul t ip l e  PRUNEIF 

SPACE Statement  
The SPACE s t a t emen t  s p e c i f i e s  t h e  s t a t e  space  on 

which t h e  Markov model is  de f ined .  The s t a t e  space i s  
def ined by a n-dimensional vec to r  where each component 
of t h e  vec to r  d e f i n e s  an a t t r i b u t e  of t h e  system being 
modeled. In  t h e  example a r c h i t e c t u r e  desc r ibed  above 
t h e  s t a t e  space is ( N P ,  NFP, NS, NFS). This  would be 
de f ined  i n  ASSIST by t h e  s t a t emen t  

SPACE = ( N P :  0 . . 3 ,  NFP: 0 . . 3 ,  NS: 0 . . 2 ,  NFS: 0 . . 2 ) ;  

A s t a t e  space  v a r i a b l e  can a l s o  be a one-dimensional 
a r r a y .  Arrays a r e  u s e f u l ,  f o r  example, i n  modeling 
systems i n  which t h e  s p e c i f i c  p rocesso r  t h a t  has f a i l e d  
must be modeled i n s t e a d  of s i m p l y  t h e  number of f a i l e d  
p rocesso r s .  The TRANTO and D E A T H I F  s t a t emen t s  af  f e c t i n g  
components modeled with a r r a y s  a r e  o f t e n  placed wi th in  
FOR loops.  The s e c t i o n  e n t i t l e d  "Modifying t h e  Example" 
shows an example of how a r r a y s  may be used. 

START Statement  
The START s t a t emen t  i n d i c a t e s  which s t a t e  represents 

t h e  i n i t i a l  s t a t e  of t h e  system being modeled, i . e .  t h e  
p r o b a b i l i t y  t h e  s y s t e m  i s  i n  t h i s  s t a t e  a t  time 0 i s  1 .  
I n  t h e  example a r c h i t e c t u r e  t h e  i n i t i a l  s t a t e  i s  ( 3 ,  0, 
2 ,  0 ) .  This  is s p e c i f i e d  a s  fo l lows :  

START = ( 3 ,  0, 2 ,  0); 

DEATHIF Statement  
The DEATHIF s t a t emen t  s p e c i f i e s  which s t a t e s  a r e  

abso rb ing  o r  "death" s t a t e s  i n  t h e  model. I n  t h e  
example problem, system f a i l u r e  occur s  when h a l f  o r  more 
of  t h e  a c t i v e  p rocesso r s  a r e  f a u l t y .  Thus, i n  a l l  
s t a t e s  of t h e  Markov model where 2 times t h e  value of 
NFP is g r e a t e r  t han  o r  equa l  t o  NP,  system f a i l u r e  
occur s .  This  i s  desc r ibed  w i t h  t h e  fo l lowing  s t a t emen t :  

DEATHIF 2 * NFP >= NP; 

TRANTO Statement  

t r a n s i t i o n s  i n  t h e  model. The model is  generated by 
applying t h e  TRANTO r u l e s  t o  each s t a t e  i n  t h e  model i n  
a r e c u r s i v e  manner. Each TRANTO expres s ion  c o n s i s t s  of 
t h r e e  b a s i c  p a r t s :  t h e  c o n d i t i o n  expres s ion ,  t h e  
d e s t i n a t i o n  expres s ion ,  and t h e  r a t e  expres s ion .  The 
cond i t ion  expres s ion  is a boolean expres s ion  t h a t  
determines which s t a t e s  of t h e  model t h i s  r u l e  w i l l  be 
app l i ed  t o .  The d e s t i n a t i o n  expres s ion  d e f i n e s  t h e  
d e s t i n a t i o n  s t a t e  of each  t r a n s i t i o n  by s p e c i f y i n g  t h e  
change i n  one o r  more of t h e  s t a t e  space v a r i a b l e s  from 
t h e  sou rce  t o  d e s t i n a t i o n  s t a t e .  The d e s t i n a t i o n  s t a t e  
can be s p e c i f i e d  us ing  p o s i t i o n a l  o r  a s s igned  va lues .  
The r a t e  expres s ion  d e f i n e s  t h e  d i s t r i b u t i o n  of e l apsed  
time f o r  t h e  t r a n s i t i o n  t o  be added t o  t h e  model. This  

The TRANTO s t a t emen t  i s  used t o  desc r ibe  t h e  s t a t e  

expres s ion  may c o n t a i n  FOR loop v a r i a b l e s  and s t a t e  
space v a r i a b l e s .  

There a r e  t h r e e  ways of expres s ing  t h e  d i s t r i b u t i o n  
of e l apsed  time between s t a t e s  i n  t h e  SURE program t h a t  
a r e  suppor t ed  i n  ASSIST. Slow exponen t i a l  t r a n ? i t i o n s  
a r e  s p e c i f i e d  by t h e  t r a n s i t i o n  r a t e .  F a s t  t r a n s i t i o n s  
may be s p e c i f i e d  by  two d i f f e r e n t  methods: White 's  
method o r  t h e  f a s t  exponen t i a l  method. The syn tax  f o r  
White 's  method c o n s i s t s  of t h r p e  r e a l  expres s ions :  

<"mu", " s ig"  , "frat"> 

where 

"mu" = the  c o n d i t i o n a l  mean t r a n s i t i o n  time, 
I'sig" = t h e  c o n d i t i o n a l  s t anda rd  d e v i a t i o n  of t he  

" f r a c "  = t h e  t r a n s i t i o n  p r o b a b i l i t y .  
t r a n s i t i o n  time, and 

The t h i r d  parameter i s  o p t i o n a l .  I f  i t  i s  omi t t ed ,  t h e  
t r a n s i t i o n  p r o b a b i l i t y  is  assumed t o  be 1 . 0 .  

is: 
The syntax of t h e  f a s t  exponen t i a l  r a t e  expres s ion  

FAST " r a t e "  

where " r a t e "  is  a r e a l  cons t an t  expres s ion .  The SURE 
program au tomat i ca l ly  c a l c u l a t e s  t h e  c o n d i t i o n a l  moments 
from t h e  uncond i t iona l  r a t e s  given i n  t h i s  expres s ion .  
I n  t h e  s imple case  wi th  on ly  one t r a n s i t i o n  l e a v i n g  a 
s t a t e ,  t h e  fo l lowing  two expres s ions  a r e  e q u i v a l e n t :  

<'/U, 1 /U, 1 > 
FAST cc. 

For more information on s p e c i f y i n g  t r a n s i t i o n  r a t e s ,  see 
Reference 2 .  

I n  t h e  example problem, t h e  f a i l u r e  r a t e  of each 
a c t i v e  processor  i s  A. This  t y p e  of t r a n s i t i o n  is 
p o s s i b l e  from every s:ate i n  which there a r e  u n f a i l e d  
a c t i v e  p rocesso r s .  Th i s  cond i t ion  can be desc r ibed  by 
NP > NFP. The d e s t i n a t i o n  s t a t e  f o r  t h i s  type of 
t r a n s i t i o n  i s  i d e n t i c a l  t o  t h e  c u r r e n t  s t a t e ,  except  
t h a t  t h e  number of f a u l t y  p rocesso r s  is  g r e a t e r  by one. 
Th i s  can be desc r ibed  by t h e  d e s t i n a t i o n  expres s ion  NFP 
= NFP + 1 .  ASSIST assumes t h a t  t h e  o t h e r  s t a t e  space 
v a r i a b l e s  do no t  change. S ince  each of t h e  u n f a i l e d  
a c t i v e  p rocesso r s  can f a i l ,  t h e  r a t e  of t h i s  t r a n s i t i o n  
is  ( N P  - NFP) t imes A .  This  is  desc r ibed  by t h e  r a t e  
expres s ion  ( N P  - NFP)*LAMBDA where LAMBDA is a Constant  
de f ined  t o  be equa l  t o  A .  The e n t i r e  s t a t emen t  is thus :  

IF NP > NFP TRANTO NFP = NFP+l BY (NP-NFP)*LAMBDA; 

By s i m i l a r  r eason ing ,  t h e  s t a t e  t r a n s i s t i o n s  due t o  
f a i l u r e s  of co ld  s p a r e  p rocesso r s  can be de f ined  by: 

I F  NS > NFS TRANTO NFS = NFS+1 BY (NS-NFS)*GAMMA; 

where GAMMA is  a c o n s t a n t  de f ined  t o  be equal  t o  Y .  
The t h i r d  type  of  t r a n s i s t i o n s  a r e  Chose due t o  

r e c o n f i g u r a t i o n .  A f a i l e d  a c t i v e  p rocesso r  i s  rep laced  
by a s p a r e  p rocesso r  a t  r a t e  6 .  Th i s  t r a n s i t i o n  is 
p o s s i b l e  from any s t a t e  i n  which t h e r e  exis t ,  one or more 
f a i l e d  a c t i v e  p rocesso r s  and one  o r  more s p a r e s ,  d e f i n e d  
by t h e  cond i t ion  expres s ion  NFP > 0 A N D  NS > 0.  

The co ld  s p a r e  p rocesso r  s e l e c t e d  may have f a i l e d  
be fo re  r e c o n f i g u r a t i o n .  
p rocesso r s  has f a i l e d ,  t hen  t h e  f a i l e d  p rocesso r  w i l l  be 
r ep laced  wi th  a f a i l e d  s p a r e  processor  with p r o b a b i l i t y  
(NFS/NS). 
then (NFS/NS)=l, and t h e  p r o b a b i l i t y  of s e l e c t i n g  a 
f a i l e d  s p a r e  is  1 .  The f a i l e d  p rocesso r  w i l l  be 
r ep laced  wi th  a working processor  w i th  p r o b a b i l i t y  ( 1 -  
(NFS/NS)). 

I f  one o r  more of t h e  s p a r e  

If a l l  Of t h e  s p a r e  p rocesso r s  have f a i l e d  

If none of t h e  s p a r e  p rocesso r s  have f a i l e d ,  
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then  t h e  p r o b a b i l i t y  of us ing  a working s p a r e  is  1 ,  and 
s i n c e  NFS=O, then  ( l - (NFS/NS))=l .  

s p a r e  processor  is  only p o s s i b l e  i f  t h e r e  e x i s t  one o r  
more f a i l e d  s p a r e  processors ,  NFS > 0 .  The d e s t i n a t i o n  
s t a t e  w i l l  have t h e  number of f a i l e d  processors  s t a y  t h e  
same. The number of s p a r e  processors  w i l l  decrease  by 
one, and t h e  number of f a i l e d  s p a r e s  w i l l  d e c r e a s e  by 
one. The d e s t i n a t i o n  express ion  can t h u s  be def ined  by 
NS = NS-1, NFS = NFS-1. S ince  we a r e  assuming t h e  
recovery process  is  e x p o n e n t i a l l y  d i s t r i b u t e d ,  t h e  FAST 
r a t e  technique  can be used.  The b a s i c  r a t e  of r e p l a c i n g  
a known f a u l t y  processor  mus t  be m u l t i p l i e d  by t h e  
p r o b a b i l i t y  t h a t  t h e  f a i l e d  s p a r e  was used (NFS/NS) t o  
inc lude  t h e  p o s s i b i l i t y  of r e p l a c i n g  a f a u l t y  processor  
with a f a u l t y  s p a r e .  The r e s u l t i n g  express ion  i s  t h u s :  

IF NFP > 0 A N D  NS > 0 THEN 

Replacement of t h e  f a i l e d  processor  wi th  a f a i l e d  

I F  NFS > 0 TRANTO NS = NS-1, NFS = NFS-1 
BY FAST (NFS/NS)*DELTA; 

E N D I F ;  

where DELTA is  a c o n s t a n t  s e t  equal  t o  6 .  

s p a r e  is only p o s s i b l e  when t h e r e  e x i s t s  one o r  more 
n o n f a i l e d  s p a r e  processors ,  NS > NFS. I n  t h i s  c a s e ,  t h e  
d e s t i n a t i o n  s t a t e  has t h e  number of f a i l e d  processors  
decreased by one and t h e  number of s p a r e  processors  
decreased by one. The r e s u l t i n g  express ion  i s  t h u s :  

I F  NFP > 0 A N D  NS > 0 THEN 

Replacement of t h e  f a i l e d  processor  wi th  a working 

I F  NS > NFS TRANTO NFP = NFP-1, NS = NS-1 
BY FAST (NFS/NS)*DELTA;  

ENDIF ; 

A s  may be seen from t h e  l a s t  two examples, m u l t i p l e  
c o n d i t i o n  express ions  of TRANTO s t a t e m e n t s  can be 
n e s t e d .  An ELSE s ta tement  can a l s o  be used.  

FOR S ta tements  

needed which a r e  i d e n t i c a l  except  they  o p e r a t e  on 
d i f f e r e n t  s t a t e  space  v a r i a b l e s .  The d i f f e r e n t  s t a t e  
space v a r i a b l e s  can be put  i n  an a r r a y ,  and t h e  FOR 
s ta tement  can be used t o  d e f i n e  s e v e r a l  TRANTO o r  
DEATHIF r u l e s  a t  once. Consider a s y s t e m  i n  which 
s y s t e m  f a i l u r e  occurs  when h a l f  o r  more of any of t h r e e  
Cypes of components a r e  f a u l t y .  An a r r a y  N A  of range 1 
t o  3 could r e p r e s e n t  t h e  number of each type of 
component a c t i v e  i n  t h e  system, and an a r r a y  NF of range 
1 t o  3 could r e p r e s e n t  t h e  number of each type of 
component t h a t  is f a u l t y  and a c t i v e .  The "death" 
c o n d i t i o n  could be descr ibed  by t h e  fo l lowing:  

Many t imes  s e v e r a l  TRANTO o r  DEATHIF s t a t e m e n t s  a r e  

FOR I = 1,3; 

ENDFOR: 
DEATHIF 2 * NFCIl  >= NALI]; 

Thus, i n  a l l  s t a t e s  of t h e  Markov model where 2 t imes 
t h e  v a l u e  of NF f o r  one of t h e  t h r e e  components is  
g r e a t e r  than  o r  equal  t o  NA f o r  t h e  same component, 
system f a i l u r e  occurs .  

PRUNEIF S ta tements  

t r u n c a t e  t h e  Markov model. Assume t h e  p r o b a b i l i t y  of 
more than  M component f a i l u r e s  occurr ing  dur ing  a 
mission is n e g l i g i b l e  compared t o  t h e  p r o b a b i l i t y  Of 
s y s t e m  f a i l u r e .  Using NFC a s  a s t a t e  s p a c e  v a r i a b l e  t o  
r e p r e s e n t  t h e  number of f a i l e d  components, t h e  fo l lowing  
s ta tement  a p p r o p r i a t e l y  t r u n c a t e s  t h e  model: 

The PRUNEIF s t a t a n e n t  can be used t o  a u t o m a t i c a l l y  

PRUNEIF NFC > M: 

The model is t r u n c a t e d  by assuming system f a i l u r e  when 
t h e  t r u n c a t i o n  c r i t e r i a  is met, s o  t h i s  method is  con- 

s e r v a t i v e .  A l l  of t h e  pruned s t a t e s  a r e  aggregated 
t o g e t h e r  a s  one s t a t e ,  which is s t a t e  number 1 .  Thus, 
t h e  c o n t r i b u t i o n  t o  system f a i l u r e  due t o  pruning can 
e a s i l y  be determined from examining t h e  SURE o u t p u t .  

The ASSIST Input F i l e  

ASSIST a s  fo l lows:  
The example a r c h i t e c t u r e  may thus  be descr ibed  us ing  

N-PROCS = 3;  
N-SPARES = 2 ;  
LAMBDA = 1 E - 4 ;  ( *  F a i l u r e  r a t e  of a c t i v e  processor  * )  
GAMMA = 1E-5; ( *  F a i l u r e  r a t e  of s p a r e  processor  * )  
DELTA = 3.6E3; ( *  Reconf igura t ion  r a t e  * )  

SPACE = ( N P :  O..N-PROCS, ( *  Number a c t i v e  procs  * )  
NFP:O..N-PROCS, ( *  F a i l e d  a c t i v e  procs  * )  
NS: O..N-SPARES, ( *  Number s p a r e  procs  * )  
NFS:O. .N-SPARES); ( *  F a i l e d  s p a r e  procs  * )  

( *  Number of a c t i v e  processors  * )  
( *  Number of co ld  s p a r e  processor  *)  

START = (N-PROCS, 0 ,  N-SPARES, 0 ) ;  

DEATHIF 2 * NFP > =  NP; 
I F  NP > NFP TRANTO NFP = NFP+1 BY (NP-NFP)*LAMBDA; 

I F  NS > NFS TRANTO NFS = NFS+1 BY NS*GAMMA; 

I F  (NFP > 0 AND NS > 0) THEN 

( *  Active processor  f a i l u r e  * )  

( *  Spare processor  f a i l u r e  * )  

I F  NS > NFS TRANTO (NP,  NFP-1, NS-1, NFS) 
BY FAST (l-(NFS/NS))*DELTA; 
( *  Replace f a i l e d  processor  wi th  working s p a r e  * )  

BY FAST (NFS/NS)*DELTA; 
( *  Replace f a i l e d  processor  wi th  f a i l e d  s p a r e  * )  

IF NFS > 0 TRANTO (NP,  NFP, NS-1, NFS-1) 

ENDIF; 

By changing t h e  va lue  of N-SPARES, a s i m i l a r  system with 
a d i f f e r e n t  number of i n i t i a l  s p a r e s  may be modeled. 

An Example Using Arrays 
The example above can be expanded t o  model a s y s t e m  

wi th  s e v e r a l  t r i a d s  and a pool of s p a r e s  using a r r a y  
s t a t e  space  v a r i a b l e s .  If two or  more processors  i n  an 
a c t i v e  t r i a d  f a i l  then  t h e  system f a i l s .  As long  a s  
s p a r e s  a r e  a v a i l a b l e ,  a f a u l t y  processor  i n  a t r i a d  i s  
r e p l a c e d  from t h e  s p a r e s  pool. I f  no s p a r e s  a r e  
a v a i l a b l e ,  then  t h e  t r i a d  i s  broken u p  and t h e  nonfaul ty  
processors  a r e  added t o  t h e  pool of s p a r e s .  

except  t h a t  t h e  DEATHIF s ta tement  and TRANTO s t a t e m e n t s  
p e r t a i n i n g  t o  t r i a d s  m u s t  be put i n s i d e  FOR loops t o  
handle  a l l  of t h e  t r i a d s .  The only  s i g n i f i c a n t  changes 
t o  t h e  model a r e  a new t r a n s i t i o n  type and a new type of 
system f a i l u r e .  The new t r a n s i t i o n  is t h e  breakup of a 
t r i a d  when i t  f a i l s  and t h e r e  a r e  no s p a r e s .  System 
f a i l u r e  by exhaus t ion  must a l s o  be modeled, which 
r e q u i r e s  an e x t r a  s t a t e  space  v a r i a b l e  and a new DEATHIF 
s ta tement .  

INPUT N-TRIADS; 
INPUT N-SPARES; 
N-PROCS = 3 ;  
LAMBDA - 1E-4; 
GAMMA = 1E-5; 
DELTA1 - 3 . 6 ~ 3 ;  
DELTA2 = 5.1E3; 

SPACE = ( N P :  

This  example i s  very s i m i l a r  t o  t h e  f i r s t  example, 

( *  Number of t r i a d s  i n i t i a l l y  *)  
( *  Number of co ld  s p a r e  processors  * )  
( *  Number of a c t i v e  processors  * )  
( *  F a i l u r e  r a t e  of a c t i v e  prOCeSSOrS * )  
( *  F a i l u r e  r a t e  of s p a r e  processors  * )  
(* Reconfig. r a t e  t o  swi tch  i n  s p a r e  * )  
( *  Reconfig. r a t e  t o  break up t r i a d  * )  

ARRAY[l..N-TRIADS] OF O..N-PROCS, 
( *  Number of a c t i v e  processors  per  t r i a d  * )  

NFP: ARRAY[l..N TRIADS] OF O..N-PROCS, 
( *  F a i l e d  a c t i v e  processors  per  t r i a d * )  

NS. ( *  Number of s p a r e  processors  *I  
NFS,(* Number of f a i l e d  s p a r e  processors  * )  
NT: O..N-TRIADS); ( *  Non-fai led t r i a d s  * )  

START = (N TRIADS OF N-PROCS, N-TRIADS OF 0 ,  N-SPARES, 
0; N-TRIADS) ; 
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I F  NS > NFS TRANTO NFS = NFS+l BY NS*GAMMA; 

FOR J=l,N-TRIADS 
( *  Spare  processor  f a i l u r e  * )  

I F  NP[J] > NFPLJ] TRANTO NFPLJ] = NFPCJ]+1 
BY (NP[J]-NFP[J])*LAMBDA; 
( *  Act ive  processor  f a i l u r e  * )  

I F  NS > 0 THEN 
I F  NFP[J] > 0 THEN 

IF NS > NFS TRANTO NFP[J] = NFPCJI-1, NS = NS-1 
BY FAST (l-(NFS/NS))*DELTAl; 
( *  Replace p rocesso r  w i t h  working s p a r e  * )  

BY FAST (NFS/NS)*DELTAl; 
( *  Replace processor  w i th  f a i l e d  s p a r e  * )  

IF NFS > 0 TRANTO NS = NS-1, NFS = NFS-1 

ELSE 
TRANTO NP[J] = 0 ,  NFPCJ] = 0. NT = NT-1, 

NS = NP[JI-NFPCJ] BY FAST DELTA2; 
( *  Break up  f a i l e d  t r i a d  * )  
( *  i f  no s p a r e s  a v a i l a b l e  * )  

ENDIF ; 
ENDIF; 
DEATHIF 2 * NFPCJl >= N P I J ]  A N D  NP[J] > 0 ;  

( *  Two f a u l t s  i n  a c t i v e  t r i a d  is  system f a i l u r e  * )  
ENDFOR ; 
DEATHIF NT = 0 ;  ( *  System f a i l u r e  by exhaus t ion  * )  

S i n c e  va r i ab le - s i zed  a r r a y s  were used ,  a system w i t h  
any number of i n i t i a l  t r i a d s  may be modeled by s e t t i n g  
t h e  c o n s t a n t  N-TRIADS. The number of s p a r e s  i n i t i a l l y  
is set wi th  t h e  c o n s t a n t  N-SPARES. Table  1 shows t h a t  
changing t h e s e  two c o n s t a n t s  h a s  a d rama t i c  e f f e c t  on  
t h e  number of  s t a t e s  i n  t h e  model g e n e r a t e d .  

Number of Spares  
0 1 2 3 

Number 1 4 1 0  19 31 
of 2 45 61 85  117 

T r i a d s  3 219 259 319 399 
4. 889 985 1129 1321 

Table  1 .  Number of s t a t e s  i n  model f o r  v a r i o u s  
i n i t i a l  c o n f i g u r a t i o n s  of example 2 .  

An Example Using Pruning 

Reference 7 ,  where i t  was used t o  demonst ra te  t h e  
a b i l i t y  of  t h e  Hybrid Automated R e l i a b i l i t y  P r e d i c t o r  
(HARP) program t o  s o l v e  very l a r g e  models. The example 
system c o n t a i n s  twenty components of  seven  d i f f e r e n t  
types .  
by t h e  f a u l t  t ree  g iven  i n  f i g u r e  2 .  Without 
c o n s i d e r i n g  coverage f a i l u r e s ,  t h i s  f a u l t  t r ee  c o n v e r t s  
50 a Markov c h a i n  c o n t a i n i n g  24,533 s t a t e s  and  o v e r  
335,391 t r a n s i t i o n s  acco rd ing  t o  Reference 7. The 
ASSIST input  f i l e  t o  d e f i n e  t h i s  model is  g iven  below. 
A PRUNEIF s t a t e m e n t  i s  inc luded  t o  prune t h e  model a t  
%he t h i r d  component f a i l u r e  l e v e l .  

The example used i n  t h i s  s e c t i o n  was taken  from 

The f a i l u r e  c o n d i t i o n s  of  the  system a r e  de f ined  

L PS = 3.OE-5; ( *  F a i l u r e  r a t e  of power S u p p l i e s  * )  
L-IC = 1.5E-5; ( *  F a i l u r e  r a t e  of i n p u t  c o n t r o l l e r s  * )  
L-DC = 7.OE-6; ( *  F a i l u r e  r a t e  of d a t a  c o l l e c t o r s  * )  
LICPU = 3.26E-5; ( *  F a i l u r e  r a t e  of CPUs * )  
L BUS = 1.OE-5; ( *  F a i l u r e  r a t e  of  1553 busses  * )  
L O D  = 3.OE-6; ( *  F a i l u r e  r a t e  of o u t p u t  d r i v e r s  * )  
L I C R  = 4.26E-6; ( *  F a i l u r e  r a t e  of  CCDL r e c e i v e r s  * )  

SPACE = (PSF:ARRAY[l 
ICF : A R R A Y  C 1 
DCF: A R R A Y [  1 

B U S F : A R R A Y C  
CPUF : A R R A Y [  

ODF: A R R A Y L  1 

.3], ( *  F a i l e d  power s u p p l i e s  * )  

. 3 ] ,  ( *  F a i l e d  i n p u t  c o n t r o l l e r s  * )  
.2], ( *  F a i l e d  d a t a  c o l l e c t o r s  * )  
. . 3 ] ,  ( *  F a i l e d  CPUS * )  
. .3] ,  ( *  F a i l e d  1553 buses  * )  
.?I. ( *  F a i l e d  outDut d r i v e r s  * )  

CRF:ARRAY[1 ..;j; 
NFC); ( *  T o t a l  number of  component f a i l u r e s  * )  

( *  F a i l e d  C C D i  r e c e i v e r s  * )  

START = (21 OF 0); 

PRUNEIF (NFC >=  3 ) ;  ( *  Prunes model a t  4 t h  * )  
( *  component f a i l u r e  l e v e l  * )  

ONEDEATH = 1 ;  ( *  T h i s  s t a t a n e n t  c a u s e s  a l l  t h e  d e a t h  * )  
( *  s t a t e s  t o  be aggrega ted  i n t o  one  s t a t e  * )  

( *  The DEATHIF s t a t e m e n t s  c a n  be de te rmined  * )  
( *  d i r e c t l y  from t h e  f a u l t  t r e e  d e s c r i p t i o n  * )  

DEATHIF (PSF[l ]+ICFt1 l+DCFC11>0) A N D  
(PSF[2]+ICF[2]+DCF[2]>0); 

DEATHIF (PSF[l]+ICF[l]+CPUF[l]+BUSF[l]>O) AND 
(PSF[2]+ICF[2I+CPUF[2I+BUSF[2]>0) A N D  
(PSF[3]+ICFC3]+CPUF[3]+BUSF[31>0); 

DEATHIF (PSF[1 ]+ICFtl ]+CPUF[l ]+ODFLl ]+CRF[l ]>O) A N D  
(PSF[Z]+ICF[2I+CPUF[2]+ODF[2]+CRF[2]>0) A N D  
(PSFL3]+ICFL3]+CPUFL3]+ODF[3]+CRFC31>0) ; 

( *  F a i l u r e s  of each  type  of component: * )  
FOR I = 1 , 3 ;  

I F  PSF[I] = 0 TRANM NFC=NFC+l, PSFCII=l BY L-PS; 
I F  ICFLI] = 0 TRANTO NFC=NFC+l, ICF[I]=l BY L-IC; 
I F  CPUF[I] = 0 TRANTO NFC=NFC+l, CPUFCII=l BY L CPU; 
I F  BUSFCI] = 0 TRANTO 
I F  ODF[I] = 0 TRANTO NFC=NFC+l, ODF[II=l BY L-OD; 
I F  CRF[I] = 0 TRANTO NFC=NFC+l, CRF[II=l BY L-CR; 

NFC=NFC+l, BUSF[I]=l BY LIBUS; 

ENDFOR ; 
FOR J = 1 , 2 ;  

I F  DCF[J] = 0 TRANM NFC=NFC+l, DCF[J]=I BY L-DC; 
ENDFOR : 

The ASSIST f i l e  above g e n e r a t e s  a Markov model w i t h  
o n l y  203 s t a t e s  and 3658 t r a n s i t i o n s .  The ASSIST 
program r e q u i r e d  approximate ly  300 CPU seconds t o  
g e n e r a t e  t h i s  model, and t h e  SURE program r e q u i r e d  
approximate ly  20 CPU seconds t o  s o l v e  t h e  model f o r  each  
of t h e  10  miss ion  times. A s  shown i n  t h e  f o l l o w i n g  
t a b l e ,  t h e  conse rva t ive  error due  t o  pruning i s  a t  most 
0.8% f o r  each  miss ion  time. T h i s  pruned model is Only 
approximate ly  1/100th t h e  s i z e  of t h e  f u l l  model of  t h e  
sys tem,  y e t  t h e  e r r o r  is n e g l i g i b l e .  

F i g u r e  2. F a u l t  t r ee  f o r  example w i t h  pruning .  
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Mission 
( h o u r s )  

1 
2 
3 
4 
5 
6 
7 
8 
9 

10 

Unrel iabi  l i t y  
Bo un ds 

2.704E-9 2.707E-9 
1.082E-8 1.084E-8 
2.435E-8 2.442E-8 
4.329E-8 4.347E-8 
6.766E-8 6.800E-8 
9.745E-8 9.804E-8 
1 .327E-7 1 .336E-7 
1.733E-7 1.747E-7 
2.194E-7 2.21 4E-7  
2.709E-7 2.736E-7 

Er ro r  Due t o  
Pruning 

2.222E-12 
1 .777E-11 
6.000E-11 
1 .422E-' 0 
2.777E-10 
4.799E-10 
7.62OE-30 
1 .138E-9 
1 .620E-Y 
2.222E-9 

H A R P  
Answers 

2.7 05E-9 
1 . 0 8 2 ~ - 8  
2.4 35E-8 
4 . 3 3 0 ~ - 8  
6 . 7 6 6 ~ - 8  
9.745E-8 
1 .327E-7 
1 .733E-7 
2.194E-7 
2.709E-7 

Th i s  example d rama t i ca l ly  shows t h e  power of t h e  PRUNEIF 
s t a t emen t .  Although t h e  SURE program and many o t h e r  
Markov s o l v e r s  could prune the  model be fo re  ana lyz ing  
i t ,  pruning i n  ASSIST means t h e  e n t i r e  model never has  
t o  be gene ra t ed .  

Modeling Techniques 

Modeling of  systems us ing  Markov models i s  s t i l l  
r a t h e r  much of an a r t ,  even us ing  t h e  ASSIST program. 
A s  wi th  any language,  a s  t h e  use r  becomes p r o f i c i e n t  he 
can more e a s i l y  gene ra t e  e l e g a n t ,  e f f i c i e n t  models. 
S t a t e s  can o f t e n  be aggregated by us ing  fewer s t a t e  
space v a r i a b l e s  t o  d e s c r i b e  t h e  system s t a t , e s ,  t h u s  
c r e a t i n g  a sma l l e r  model t h a t  can be analyzed more 
quickly by t h e  Markov a n a l y s i s  t o o l .  However, t h i s  
o f t e n  l e a d s  t o  r a t h e r  complex TRANTO and D E A T H I F  
s t a t emen t s ,  making t h e  i n p u t  f i l e  much more d i f f i c u l t  t o  
understand and v e r i f y .  

Concluding Remarks 

The use of t h e  ASSIST program has been desc r ibed  and 
i l l u s t r a t e d  by s e v e r a l  examples. Th i s  program al lows 
t h e  use r  t o  d e f i n e  a set of r u l e s  i n  an a b s t r a c t  
language which a r e  then  used t o  a u t o m a t i c a l l y  gene ra t e  a 
Markov model. These r u l e s  correspond t o  t h e  b a s i c  
concepts  used t o  c r e a t e  models of f a u l t - t o l e r a n t  
Systems. A sma l l  number of s t a t e m e n t s  i n  t h e  language 
can be used t o  d e s c r i b e  a v e r y  l a r g e  model. A v a r i a t i o n  
i n  t h e  system (such a s  i n  t h e  number of i n i t i a l  s p a r e s )  
can be accomplished by changing o n l y  one l i n e  i n  t h e  
model d e f i n i t i o n ,  a l though  such a change could r e p r e s e n t  
a l a r g e  i n c r e a s e  i n  t h e  s i z e  of  t h e  gene ra t ed  model. 
Model pruning t echn iques  can be used t o  d rama t i ca l ly  
r educe  t h e  s i z e  of t h e  gene ra t ed  model without  
s i g n i f i c a n t l y  reducing accu racy ,  and the maximum e r r o r  
due to  model pruning can e a s i l y  be determined.  

r e l i a b i l i t y  eng inee r s  a t  Sperry Corpora t ion ,  Boeing 
M i l i t a r y  and Boeing Commercial A i rp l ane  Companies, t h e  
Char l e s  S t a r k  Draper Labora to ry ,  and s i x  o t h e r  companies 
a r e  us ing  ASSIST t o  b u i l d  models t o  input  t o  t h e  SURE 
r e l i a b i l i t y  a n a l y s i s  program. The I n t e g r a t e d  
Airframe/Propuls ion Control  System A r c h i t e c t u r e  (IAPSA 
11) s tudy  being performed by t h e  Boeing Military 
Ai rp lane  Company used ASSIST t o  g e n e r a t e  a complex 

Although ASSIST has no t  been o f f i c i a l l y  r e l e a s e d ,  

r e l i a b i l i t y  model of si3fiso~s, a c t u a t o r s ,  and mul t i -  
channel f a u l t - t o l e r a n t  p rocesso r s  used i n  eng ine  and 
f l i g h t  c o n t r o l  of an advanced high-performance a i r c r a f t  
des ign .  ASSIST was used t o  model each  subsystem, then  
t h e  models were e a s i l y  combined by ASSIST t o  produce a 
r e l i a b i l i t y  model f o r  t h e  complex, i n t e g r a t e d  s y s t e m .  
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